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Overview

This document describes the steps to download the McAfee VirusScan software from the ITS Web site
and how to install the software on a computer that uses Windows 95/98/2000 Pro/NT Workstation
Please be advised that viruses are created on a daily basis and the best way to protect your system

is to update your anti-virus program frequently. Updates are created to stop each virus that is created
and are released periodically, a minimum of once per month. If a certain virus possesses a high threat to
our computer systems, an extra update file will be released by Network Associates and should be
installed immediately. Please be aware of all released warnings and updated versions.

Product Overview

VirusScan protects your computer from all sources of viruses including floppy disks, Internet downloads,
e-mail attachments, networks, shared files, CD-ROM, online services, and popular compressed files
types. If you surf the Web you are at risk of contracting a virus! More than 70% of all virus infections are
being transmitted via Internet downloads and e-mail attachments. VirusScan provides powerful
protection for anyone on the Web by scanning all Internet downloads and e-mail attachments to stop
viruses before they infect your system. The protection described above is ayaiaided the proper

options are turned on

System Requirements

* Pentium class processor

» 15MB hard disk space (Full Installation)

* 8MB free RAM memory

*  Windows 95/98/NT Workstation/Windows 2000 Professional (with the Microsoft Service Packs)
* Modem or Internet access for electronic downloads
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Minimum version numbers: Netscape Navigator/Communicator 4.08 or Microsoft Internet
Explorer 4.51 in order to register and download the software
ITS username and password

Where to Download the Software

1.

4.

Use a Web browser and go to the URkw.hawaii.edu/sitelic/antivirus

Note: Dr.Solomon’s Anti-Virus Toolkit must be removed. This software is no longer part of
the ITS contract.

Look for the McAfee VirusScan section and click onAhé-virus Download Page
link.

Under the sectiofStep 1. What kind of computer do you have?’click on thePC with
Windows 95/98/2000 Pro/NT Workstation link.

Note: This document contains the instructions for downloading and installing McAfee

VirusScan v4.5 for Windows 95/98/2000 Pro/NT Workstation. If you require the instructions for
the other software listed on the previous picture, please do not use this document. You can make
a selection for one of the other software links and download the appropriate instructions.

University of Hawall
Information Technology Services

INFORMATION TECHNOLOGY SERVICES

Anti-virus dSoftware Download

Software that can protect your computer against wiruses, trojan hotrses, and wortns are commonly referred to as "anti-virus software." ITS has purchased a number

of licenses from Network Associates, Inc. (MAT), so that University of Hawai faculty, staff, and students, may download a copy of the anti-virus software at no
extra charge.

Important!
A walid ITS Username is required to download the software from this site. You have an ITS Username if your e-mail address is of the form
usernamelhawaii.edu Usernames on other systetns (e.g., username@hce. hawaii.edu, usernamefsoest. havaii.edu,

usernamelmail.pers.hawaii.edu, etc.) will not work. I yvou need one, vou may request an ITS Username online or contact the ITS Help Desk if you are not
sure.

Step 1. What kind of computer do you have?

Click on the appropriate response:

¢ Thave a PC with Windows 35/98/2000 Pro or MT "Werlkstation

¢ Thave a Macntosh with MacO5 7.5.5 - 9.0

¢ Thave a Windows INT Server or NetWare Setrver

Ifyou are using DOS, Windows 3.1, or MacOS versions below 7.5.5, your system is too old to be used with the current versions of the anti-wirus software

“Step 2. What anti-virus software package do you neetland “Step 3. Read and

understand the installation instructions’ contain general information about McAfee
VirusScan and this document.
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Anti-virus Software Download (cont'd)

Step 2. What anti-virus software package do you need?

Zince you have a PC using Windows 95/98/2000 Pro or T Workestation, vou will want to download MeAfee VirusScan. Please first read the VirusZcan
background information then continue. (If you only need the latest DAT or SuperDAT file, skip to Step 5.)

Step 3. Read and understand the installation instructions.

EBefore you download the actual anti-virus software, please review the matallation mstructions.
o VirusScan Installation Instructions: [ PDF 350EB

5. “Step 4. Download the VirusScan anti-virus softwarewill take you to the University of
Hawai'i Software Registration Download page. At this time, you must knowly&uasername
andpassword If you need more information about the ITS username and password, click on
request an ITS Username link as pictured in “Step 1. What kind of computer do you
have?” or go tavww.hawaii.edu/help/idreqinfo.html

Step 4. Download the VirusScan anti-virus software

At this point, you will need to
1. Go to the main Download Page
2. Enter all required information, and select the software you have choszen above.
3. Clck on the "Submit" button
4. Read the page that follows your submission and click on the appropriate link(s) to download the software. Be sure to malce a note of which folder your
downloaded files have been saved.
3. Come back to this page to continue the process at Step 5

Go to the main Download Page.

6. The pink shaded section contains information about the Terms and Condition of the University’s
agreement with Network Associates Ifelease note that by registering and downloading the
anti-virus software, you are agreeing to comply with these terms and condition§o view
these terms and conditions, click on domditions of the contract link.
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[University of Hawaii Software Download

Be sure to read, understand, and follow the directions below.

Fou must be an authorized faculty, staff, or student to download any of these software packages. All submitted information (except for your password) will be logged. By continuing with this download
procedure, itis an implied agreement to both allow logging of your information and your acceptance to abide by the conditions of the contract with the vendor

The main anti-vinas page provides an overview of the software packages. If you want more detailed information about the software packages listed below, click on the @ 's next to the item.

The information you submit will be transmitted securely. For more information on Web security, see the document How Safe is if fo Submif Private nformation Over fhe Web. Important: Netscape
NavigatorCommunicator 408 or greater or Microsoft Internet Explorer 4.51 or greater are required for the authentication process

Please complete this form. Except where noted, all information is required. Help

Last Name: I

Fitst Mame: I

ITS Username: (Ehawaii e
Fassword: l—
Campus: [Select your campus B

College/ZchoolDepartment (if I
applicable):

Diaytime Phone:

Category: € Faculty € Staff © Student
Expected Graduation Date

(students only):
Fiote: Tlouts mnst remmass the sofbare (manfyyyy)

thor Jeving the TH.

7. Complete the registration form and make the appropriate selection for McAfee VirusScan. Click
on the box next to McAfee VirusScan Windows 95/98/2000 Pro/NT Workstation.

Important note for LAN administrators! Number of installs must be 1 unless you are
faculty/staff responsible for multiple departmental machines (e.g., lab or office environment) and
will be accountable for the installatiorSXACT numbers, not estimates, are required. Please
make an indication (e.g., "Engineering Lab") in the Comments field. If you are computer support
staff responsible for installing for others, please have them complete and submit this form
individually. To comply with terms of the agreement with the vendor, ITS may be required to
perform periodic audits and will need accurate information.

8. Click on theSubmit button.
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9. A Web page similar to the one pictured below should appear. The boxes that you selected on the
registration form should be listed here. If not, click onBhek button for your Web browser
and try again.

University of Hawall
Information Technology Services

INFORMATION TECHNOLOGY SERVICES

Begin Download Process

Information has been accepted and logged for Therese INakadeoman (therese(@hawan edu).

Eerminder: Please assist us in preventing fllegal distribution of software by not giving these programs to other individuals. If you are responsible
for multiple departmental machines {e.g., in alab or office environment), please maintain accurate records on the installations. In order to comply
with the terms of the agreement with the wendor, we may be required to perform periodic audits. Thank you for your cooperation.

Ifit becomes necessary, you may again complete the previous form to re-download the software. It will not add to your count.

These are the items you have selected. Click on your file(s) below to download™®.

» McAfee VirusScan 4.5 Windows {.EXE] [15.9 MB]

Once you have completed downloading the files, go back to Step 5 of the instructions.

Note: Do neot bookmark these links. For secunty purposes, they will change.

10. Click on theMcAfee VirusScan 4.5 Windows (.EXE) [15.9MB] link to download
the file to your computer’s hard drive. The filedl not fit on a floppy disk. If your browser
displays a window that tells you that you are leaving a secure area, you may dicktthee
or Yes button. Here are some examples:

Security Information |

"fou have requested an insecure docurent, T he document and x|
any information you zend back could be observed by a third party

wihile ir tranzit. Far more information on zecunity chooze D ocument P ‘You are about to lsave & secure Intemet connection. |t
[nformation from the YWiew men. will be pozzible for athers to view infarmation pou send.

% Do pow want to CDH%IUB?

[ In the future, do nat show this warming

Mo tare Infao

¥ Show This Alert Mext Time

Continue | Cancel

Netscape Communicator 4.61 Internet Explorer 5.0

Your Web browser will display a window similar to the ones below because it wants to know
what you want to do with this file.
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Netscape Click onSave file... button to save the file to your hard drive

Unknown File Type |

g r'ou have started to download a file of type

#  magnus-internaldcgl

Click "More Info' to leamn how to extend Mavigator's
capahilities.

Pick App... Save File... Cancel

Internet Explorer : Click on the circle in front o8ave this file to disk and click theOK button
to continue.

Fite Download x|

Tou have chozen to download a file from thiz location,

wecand.exe from www. hawai. edu

Ywhat would pou like to do with this file?

™ Open this file from itz curment location

ol £E

¥ &lways ask before opening thiz type of file

Ok, I Cancel | Morelnfol

11. You need to select a place on the hard drive for the downloaded file (the file name is
vscan45.exe). The most common place to put downloaded files is a TEMP folder. If you do not
have a TEMP folder already, you may use the one that Windows 95/98/2000 Pro/NT
Workstation created. You will find it in the same folder that you have Windows 95/98/2000
Pro/NT Workstation installed. For example, you need to look for C\WINDOWS\TEMP in the
Save As window for Windows 95 or 98. For Windows NT Workstation and Windows 2000, the
TEMP folder is located C\WINNT\TEMP.

2 x|
Savejn:l@ TEMP j ﬁl

File name: Ivscan45.e>:e Save I
Save as tupe: I.&pplicatinn j Cancel |

A
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McAfee VirusScan Installation

1. Before installing any software, it is strongly recommended that you exit all Windows
programs and remove other anti-virus software programs before running the VirusScan
installer. The reasons for this recommendation are:
It is not a good idea to have more than one anti-virus software program installed on your
computer at the same time because the anti-virus scanner programs will conflict and you
will be unprotected.
* The McAfee VirusScan installer might stop to notify you of the Dr. Solomon’s Anti-
Virus Toolkit’s presence and prevent you from continuing with the installation.
* The Dr. Solomon’s Anti-Virus Toolkit is no longer part of the University’s site
license For instructions on how to remove the Dr. Solomon Anti-Virus Toolkit, please
go to the section entitlétHow to Remove the Dr. Solomon Anti-Virus Toolkit” in

the back of this document.

2. After downloading the vscan45.exe file, you may begin installing the McAfee VirusScan
software. Double click omscan45.exe file to start the setup program. Please note that the

filename might change if the version changes.

WinZip Self-Extractor [¥scandS.exe] El
= Thiz zoftware iz icensed to University of Hawai Faculty, Setup |
E@ Staff, and Studentz by Metwaork Azzociates [nc. All Rights
e
% Cancel
B i MEVSHISDLL ﬂl

WinZip® Self-Extractor € Mico Mak Computing, [ne. bttp: /s winzip. com

3. If you have a previous version of McAfee VirusScan installed on your computer; the McAfee
VirusScan version 4.5 setup program will automatically prompt you to uninstall your previous
version. The installer will ask you if you would like to keep the setting from the previous
version. Click on th&'es button if you want to keep the settings. Click onteebutton if you

do not want to keep the settings.

s VirusSean viL5 Setup B x|

@ Setup haz detected a previous version of YirusScan, and will remove it now. You will still be able to preserve your current settings.

Do you wizh to continue?

4. Click on theves button to continue. After your computer reboots, the McAfee VirusScan
version 4.5 setup program will continue.

s VirusScan vd 5 Selup i £|

*r'ou must reboot wour maching before WirugScan can conbinue installing.
whould you like to reboot now’?
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5. The next screen is the Product Information. Please read the information and clickiext the

7.

button to continue.

is Setup McAfee VirusSean

‘@ Product Information

VirusScan v4.5 Anti-Virus Software =
Copyright € 1995-2000 Metwarks Associates Technology, Inc. All Rights
Resemwed.

Thank you for using YirusScan anti-virus software. For a description of product
features, an overview of product system reguirements, and known issues for
thiz release, see the README TET file that comes included with the YirusScan
software on the CO-ROM you received, or that is available as a separate
download from the McAfee website.

MoAfee strongly recommends that you review the contents of the
README. TAT file befare you install ar use this software.

bde tfao wwolenmac wonr cormmante and cunmactinone Dlaaca nca tha LI

= Back Cancel |

Please read the License Agreement.

If you AGREE with the license agreement, click on the circle next to the pgragee

to the terms of the License Agreement  and theNext button to continue.
« If you DISAGREE with the license agreement, click ondhele next to the phradelo

If you had a previous version of McAfee VirusScan installed on your computer, the McAfee
VirusScan version 4.5 setup program will ask you if you want to keep your old settings from the
previous version of McAfee VirusScan. You may click on the box next to the Fraseve

not agree to the terms of the License Agreement
program. You will have to start the installation procedure again.

i McAfee VirusScan Setup

License Agreement
.gﬂigg;g:pgggj_;he following license agreement carefully.

e
e
i

e H TN Y

Network Associates End-User License ALgreement 3
Virusican v4.5 Anti-Virus Software for
Windows 95, Windows 98, Windows NT Workstation 4.0,
and Windows 2000 Professional
Copvright (o) 1992-2000 Networks Asscociates
Technology, Inc. All Rights Reserwved.

NOTICE TO ALL TUSER3I: CAREFULLY READ THE
FOLLOWING LEGAL AGREEMENT ("AGREEMEMNT™), WHICH

*
CETE TOTNTT T TOTMET TETMS T TUT BT T LIOTT _I

¥ I agree to the terms of the License Agreement

™ 1 do not agree to the terms of the License Agreement

and theNext button to exit the setup

« Back I Mexk = I Cancel |
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On Access Settings to save your old settings. If you do not want to save the old settings, make
sure the box is not checked. Click on Mext button to continue.

i McAfee VirusScan Sety ]

Setup Type
Choose the setup bvpe that best suits vour needs.

[E  Choose which program features you want installed
and where they will be installed. Recommended Far

advanced users,

< Back I Mext = I Cancel |

8. At the next screen, choose the type of setup. You should uSestioen Installation because
the typical installation does not include the E-Mail and Download scanners. With the new and
more creative viruses, the E-Mail and Download scanners are essential to protect your computer.

Click theNext buttonto continue.

9. The next window should look similar to this picture. The red X's next to Email Scan and Internet
Scan means that these options will not be installed. You need to change the red X's to the icon

that looks like a hard drive.

Click on an icon in the lisk below to change how a Feature is installed.

—Feat [ ipti
Bl =i = | MirusScan v4.5.0 OeaDure eds;rlp - dF
; n Demand Scanner used For
|_:_| _ scanning your hard disk For
it (=) + | Shell Extensions infections.
------- = ~ | Scheduler
--------- = ~ | Systern Scan

--------- ¥ = | Email Scan This Feature requires 3530KE on
wour hard drive, It has 2 of 2

-

--------- W = | Internet Scan - i i
g subfeatures selected, The
S -] Alert Manager subfeatures require 1491KE on

""""" - %_v] Screen Scan | | vour hard drive,

Fnas 1 [ ol N VR B | ] S

Set the destination directory:

Change. .. | IC:'l,F'ru:ugram Files\Metwork Associakesivirusscant,
Help | Disk Usage | < Back I Mext = I Cancel |
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Select theed X next toEmail Scan . A pop-up menu should appear. From this menu, select
This feature will be installed on local hard drive

§'~ McAfee VirusScan Setup |

Custom Setup

=_;§§§r&§;mapr_ng[am features wou wank installed.
-m-:-;::?;' %

T

EE

=,

Click. on an icon in the lisk below to change how a Feature is installed.

—Feature Description

=] i=ll = | Wirusacan w4.5.0 1= E : F E-Mail
i & ar scanning ar £-Fall messages
= E_I Scand and file attachments,
] — s Shell Extensions
------- (=0l ~ | Scheduler
Sel.eCt this This Feature requires 3855KE on
option
from the =0 This feature will be installed on local hard drive.
menu. | | i —J8 This feature, and all subfeatures, will be installed on local hard dr

i e i _@ This feature will be installed to run from netwark.

Change .@E This feature, and all subfeatures, will be installed to run from the

g=0 This feature will be installed when required.

Help
¥ This feature will not be available.

10. Repeat the previous step for Internet Scan and Screen Scan. After changing the settings, click on
theNext button. See the picture below for a sample of what the setup window should look like.

Note: The Screen Scan is optional. It will scan your hard drive or floppy drive for viruses when
the screen saver is activated. If your computer is unable to handle the Screen Scan, you need not
install it. If your computer freezes because of the screensaver, disable the Screen Scan option.

i McAfee VirusScan Setup x|

Custom Setup

m Features you want installed. ‘ AF E E

Click on an icon in the list below to change how a Feature is installed,

—Feat (B ipki
== = | WirusScan w4.5.0 & e
Scans wour syskem when wour
; SCHEEn saver is active

Shell Extensions

Scheduler

Syskem Scan
Email Scan This Feature requires 2885KE on
Inkernet Scan wour hard drive.

Note: The red
X should still

be here if you
choose not to
install the Set the destination directary:

Screen Scan. change. .. | F:'I,F'r-:ugram Files\Metwork, AssociatesvirusScant

Alert Manager

Help | Disk Usage I = Back I Mext = I Cancel I
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11. The default installation directory is C\PROGRAM FILES\NETWORK
ASSOCIATES\VIRUSSCAN. Click thalext buttonto continue.

12. The next window will ask you if you are ready to proceed with the installation. If you are

satisfied with the options, click on thestall button to continue.

i McAfee VirusScan Setup
MCAF EE . Ready to install the Program

The wizatd is ready ta begin installation.

Click Install ko begin the installation,

If wou want ko review of change any of waour installation
settings, click Back, Click Cancel bo exit the wizard,

< Back Cancel |

13. The setup program will now install the necessary files to your computer. Here are two of the

many windows that you will see during the copying of the files.

i MEAS Scan Setup B = =] x|

Installing McAfee VirusScan
The program Features you selected are being installed,

Please wait while the Setup wizard installs McAfee
WirusScan, This may take several minukes,

Skaktus: Remawving swstem registry values

i MeAfee VirusScan Setup N

| MC AFEE Installing McAfee YirusScan

VirusScan, This may kake several minutes,

Status: Registering product

The program features vou selected are being installed.

Please wait while the Setup wizard installs McAfee

=l

= Back fext = |

Installing McAfee VirusScan v4.5 WIN9X010
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14. After setup has completed installation, you should click o8kipeConfig button because you
will change the configuration settings later.

_E' MeAfee VirusScan Setup is

Complete

The Setup wizard has successfully installed McAfee
virusscan, Click Configure to finish setting up vour product,

[ Scan Memaory For Yiruses before Configuring:

< Back | Configure I Skip Config |

15. The installation of McAfee VirusScan version 4.5 is now complete. Click dfirtke button to

exit the installation window. If there is a checkmark in the option box Start VirusScan, the
scanner will start to scan your hard drive.

® VirusSean: Cr\

]
0

=153
File Tools Help

Yhere & ‘What | Actiu:unl Report I

Scan Mo
| Scan in; II::\ Browse... | Stop
:> ¥ Include subfalders

MNew Scan

Al files

¥ Compressed files

VirusScan

% Frogram filezonly. | Estensions... |
Copyright @ 1355 - 2000 Metworks

Agsociates Technology, Inc. All Rights
Reserved.

al i

Mame | In Folder | Infected by | Status |

|C:\ngram Files Carmimon Files |Su:anned: T |

A

16. Restart your computer. After your computer has restarted, note the new icon for the McAfee

VirusScan program in the lower right corner of your screen, next to the clock. The icon should
look like the one pictured below.

R 4:52 pid
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Configuring AutoUpgrade and AutoUpdate

Network Associates has improved the AutoUpgrade and AutoUpdate functions in McAfee VirusScan
version 4.5. These functions are powerful tools that will allow you to automatically run the upgrade and
update periodically. There is a difference in the upgrade and the update.

» Theupgradefile is called SuperDAT file. The SuperDAT file contains the revised files for the
current McAfee VirusScan scanner and the latest update to the virus definition file. The
AutoUpgrade function will download the SuperDAT file from the ftp site and install it. It is a
good idea to reboot your computer after the scheduled AutoUpgrade function is used. Upgrades
are available only when McAfee releases a new version of the SuperDAT file which is usually
once a month or a few days after a major virus threat.

e Theupdatefile is called a DAT file. This file contains only the virus definitions and is usually
the remedy for new major virus threats. The AutoUpdate function is pre-configured to retrieve
the DAT file from the Network Associates’ FTP site. However, in the event of a new virus threat

like the ILOVEYOU virus, it might be difficult to retrieve the DAT file from the Network
Associates FTP site.

Note: New viruses are created daily. The best way to protect your system is to schedule
the AutoUpdate for once per week at the minimum.

CONFIGURING AUTOUPGRADE

1. After you have restarted your computer, you should @aio> Programs > Network
Associates > VirusScan Console . This will start the McAfee Scheduler and the window should
look like the one pictured below.

Note: If the VirusScan Console windows does not appear, double click this
in your system tray, which is next to your clock. @n

18 VirysScan Console =10 x|

J Task Edt Wiew Help

q & >l | & |7
Mewtazk Properties  Configure Copy:  Paszte  Delete Start  Stop Wirus List Help

Description | Proaram | Lazt run | et time
@VShield C:AProgram Fileg'Metwork, fzzociateshWirugScant...  5/15/00 4:09 P Ab Startup

; dsutol) parade C:"Program Files\Common Files'\Wetwark Azsociat. .. Unable to Determine Mot zcheduled
Eﬂ'.&utnUpdate C:AProgram Fileg'Common Files\MNetwork Azzociat...  Unable to Determine Mot gcheduled
Scan My Computer C:\Program Files\Common Files'\Wetwark Azsociat. .. Unable to Determine Mat scheduled
Scan Drive T C:AProgram Fileg'Common Files\MNetwork Azzociat...  Unable to Determine Mot gcheduled

|Unable to detenming when the AutoUpgrade task was launched.

2. Click onAutoUpgrade and then click on th€onfigure button.

3. Click on theadd button on theautoUpgrade Options tab.
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4. You will see the Automatic Upgrade Properties window. For steps 5 — 7, please refer to the
picture below.

Automatic Upgrade Prop 2] x|
Upgrade Optionz | Advanced Upgrade Options I
1y Upgrade vour product wia files on the local network
ar wia files transfered from a remate computer.

Site Mame
ILlniversit_l,l af Hawail Anttirug: Upagrade zite « See Stp 5

W Enabled
— Select Transfer Method

™ Copy from a local netwarls computer

| | See Stp6

= ETP from a remate network computer 1

Enter an FTP computer name and directon: /
Iftp.hawaii.edu;"u:uutgu:uing2fantivirusfupgradevsf Brawsze, .. |

See Stp7 —r IUze anonymaous FTF lagire FTF login information... |

[T Use prosy server | Fart; IEI
(] I Cancel |

5. Click in the Site Name box and entémiversity of Hawaii AntiVirus Upgrade
Site

6. Click on the box beneatinter an FTP computer name and directory  and enter
ftp.hawaii.edu/outgoing2/antivirus/upgradevs/ If the box is not enabled,
click on the box next t&nabled to turn on the box.

7. Click on the checkmark in front tke anonymous FTP login . This will take the checkmark
away and turn on theTP login information  button.

8. Click on theFTP login information button

9. Click on the box next tOser
Name: and enteanonymous

Login Information 2| %]

_ Hsarhlans < See sten 9

10. Click on the box next teassword: SRl

and enter your ITS username (e.g. B semend: | P See sten 10

youraccount@hawaii.edu )

EonfimrESaeard: Ixxxxxxxxxxxxxxxxxx < See sten 11

11. Click on the box next tOonfirm

Password: and re-enter your ITS | k. I Cancel

username.
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12. Click theOK button in the Login Information window.
13. Click theOK button in the Automatic Upgrade Properties window.

B Automatic Upgrade

B
| UpgradeSite | Statws |

T Ulniversity of Hawail Antivir...

14. Click theUpgrade Now button. This will execute the AutoUpgrade function. If you are using a
modem to connect to the Internet, please connect to your Internet Service Provider before

clicking on theUpgrade Now button.
15. You will see a series of messages in the AutoUpgrade Status window.
|AutoUpgrade Status 1| W AvtoUpgrade Status |

Page 15
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If the upgrade is successful, the Vshield and the VirusScan Console icons will disappear from the
system tray and reappear.

0 451pPM »E@ﬁj 4:52 PN

CONFIGURING AUTOUPDATE

1. You need to configure the AutoUpdate feature of your McAfee VirusScan. Double click on the
VirusScan Console icon.
{08)

2. Click onAutoUpdate in the window and click on th@onfigure button.

1 VirusSean Console = 1o] x|

| Task Edt Wiew Help

0 x| | ® |7
Mewtazk  Properties  Configure Copy  Fazte [Delete Start  Stop Wirus List Help

D ezcription | Program | Lazt run | Mext time

ﬂ'\fﬁhield C:\Program Files\Metwork Associates\YiusScanh. . 522400 7:20 PM At Startup
Eﬂ'.&utnUpgrade C:\Program Files\Common Files\MNetwork, Agzsociat...  BA22/00 713 P Mat scheduled
iAutollpdate C:A\Program Filesh\Common Files\Metwork, Azsociat...  5/13/00771:77 Ak Mot scheduled
Scan My Computer C:A\Program FileshCommon Files\Metwork, Azsociat...  Unable to Determine Mot scheduled
Scan Drive T C:AProgram FilesWCommon Files\Metwork, Azzociat...  Unable to Determine Mat scheduled

|Task Autolpdate was launched at 5519700 11:11 &AM

3. Click on theadd button.

Automatic Update 2| x|

Update Sites | Log Achvity I

attempt to connect with. The update sites will be tried

|Jze thiz page to zelect the different update sites to
in the specified order.

Update Site | Statuz |

Add...

Edit...

Lelete
fove p

fdmve Dawn

| LR

Update now

Ok

Cancel |
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4. You will see the Automatic Update Properties window below. Please refer to it for steps 5-7.

Automatic Update Prope
Update Dptions | Advanced |pdate Options I
s Use thiz page to select a remote directary and
transfer method for the update operation.

Site Hame

See Stp5 > ILlniversit_l,l of Hawaii Antinus Update Site

¥ Enabled
— Select Tranzfer kethod

™ Copy from a local network, computer
% FTP from & remote network, computer

Enter an FTP computer name and directon:

See Stp 6 —p Iftp.hawaii.e-:lu.-"u:uutgu:uingE.-"antivirus.-"upu:late.-" Diefault |

See Stp7 ——® [ Use anonymous FTF login FTP lagin infarmatian. . |

[ Use prosy server Fart: IEI
k. I Cancel |

5. Click in the Site Name box and entémiversity of Hawaii AntiVirus Update
Site

6. Click on the box beneatinter an FTP computer name and directory  and enter
ftp.hawaii.edu/outgoing2/antivirus/update/

7. Click on the checkmark in front ose anonymous FTP login . This will take the checkmark
away and turn on theTP login information  button.

8. Click on theFTP login information  button.

9. Click on the box next toser Name: ilil

and enteanonymous

T ¢ See sten 9
zer Mane: |EwslatdslE:

10. Click on the box next tBassword:

and enter your ITS username (e.g. Password: | < See sten 10

youraccount@hawaii.edu ) EorfiniRsenaia, | See sten 11
11. Click on the box next t©onfirm

aE. I Cancel
Password: and re-enter your ITS
username.

12. Click theOK button in the Login Information window.
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13. Click theOK button in the Automatic Update Properties window to return to the VirusScan

Console window.

14. Click onAutoUpdate and then click on thBroperties button.

15. Click on theschedule tab in the Task Properties window.

Task Proporties

Progiam | Schedule |

Autollpdate

2| x]

Description: IAUlUUDdatE

Security
[ Password protect this task

Fagsword... |

Fun How |

ok |

Cancel | Lpply |

16. ITS recommends scheduling the AutoUpdate feature to check for updates every week.

You may select the time of day and tﬂ1e
day of the week you want the
AutoUpdate to retrieve the file. Note:
the time is military time format so 1:0D
PM is 13:00. You should put a time
and day of the week that you do not
have a heavy workload or things that
need to be accomplished (e.g. five
minutes before you go home or right
when you arrive in the morning.)

at a time aof your choice.
Click on Enable
——p [ Enatlz
— Fun
Click on Weekly \ " Onee Al Startup " Hourly
= Daily i ’w‘ = Monthly

Task Properiies

P[Dg[am Schedule |

"

2| ]

Thiz property page allows you to zchedule thiz tazk to wn

Start at

{0000 evem |Sunday

|

™ Enable randomization ID'I:DD Erandomize bime window

o ]

Cancel | Apply |
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17. Once you have entered your choices, click oo#éutton. You should be back in the
VirusScan Console window.

18. Click onAutoUpgrade and then click on theroperties button.

19. Click on theschedule tab in the Task Properties window.

Task Properties

20. ITS recommends scheduling the AutoUpgrade feature to check for upgrades every month.

Task Proporties

Click on Enable

Click on Monthly

You may select the time of
day and the day of the montl
you want the AutoUpgrade
to retrieve the file. Note: the
time is military time format 1
so 1:00 PM is 13:00. You
should also choose a day
between the fifth and the
tenth of the month.
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21.

22.

Once you have entered your choices, click oo#éutton.

You need to configure the E-mail Scan, Download Scan, and Screen Scan. Double click on the

Vshield icon in the system tray (next to the clock).

23.

24.

25.

Click onProperties .

Click on the box next to the phra&gable the scanning of e-mail attachments

Click on the appropriate e-mail program. If you use Microsoft Outlook or Lotus CC:Mail, click

on Enable Corporate Mail and the appropriate button next to the product you are using. If you

are using other e-mail client software such as Outlook Express, Eudora or Netscape Mail, click

on Internet Mail (Requires Download Scan).

If you are not sure which e-mail program you are using, click on®wotiorate Mail and

Internet Mail (Requires Download Scan).
Attachments section. This option will scan all attachments that arrive with any e-mail message.

2| x|

Click o

n theAll Attachments option in the

E-Maif Scan Properties
Detection | Action I Alert I Report I
& » ﬁ S pecify vour e-mail spstem, and the e-mail attachments to
Sustem Scan \J scan. Right click under “E-mail Systern™ for more information.
Uj ¥ Enable Scanning of e-mail attachments
- — E-mail System
E-Mail Scan
[” Enable Corporate bail
% & WMicrosoft Exchange (MART € Lotus co:dail
[~ Intemet Mail [Fequires Download Scan)
Download
Sean - Folders
@ Al ineaming mail
Internet Filt u
remet Pt = Aftachment
j;g Al attachments System Scan
1
Secuity & Erogram files only | Extensions... le

wizard. . | E-Mail Scan
Download
Srzan

Vg

Intemet Filker

Wl

Security

E-Mail Scan Properities

Detection I.t'-‘u:tionl Alert | Hepurtl
1-
W

¥ Enable Scanning of e-mail attachments

Specify your e-mail aystem, and the e-mail attachments to
zcah. Right click under "E-mail Spetem' for more information.

ik

— E-mail Syztem

¥ Enable Corporate b ail
 Microsoft Exchange [M&PI]  © Lotus co:Mail

v Intemet Mail [Requires Download Scan)

— Folders

All incoming mail

—Attachments

W Compreszed files

“Wizard. .. |

™ Program files only Egtensiuns...l .-“-‘-.dganc:ed...l
0k I Cancel | Apply
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26. You should see a window with this information.

VS#iald Notification

27. Click on theres button.

28. Vshield will automatically turn on the Download Scan feature. To check if the Download Scan is
activated, click on th®ownload Scan icon in the left column.

Download Scan Properties

System Scan

A

E-tail Scan

1o 3

|nternet Filker

5

SecLrity

Note: The Download Scanner is set to sgdliiles andScan compressed files . This is the
recommended setting to provide adequate virus protection.
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Creating an Emergency Boot Disk

1. This section is for those who did not creaté&arergency Diskduring installation, or for those
who wish to create another disk. Note that this disk is usdmbfiirsector virusesand not for
viruses that appear in macros or Internet worms; therefore, the definitions will not match the
version of the SuperDAT or the DAT files. Please check the
support.mcafee.com/down_sup/9.asp#q9 Web page for more information about the
update files for the Emergency Disk. You may contact the ITS Help Desk for a current copy of
the Emergency Boot Disk.

2. Open the Emergency Disk WizdPdogram by clicking onStart > Programs > Network
Associates > Create Emergency Disk

3. The Emergency Disk Wizard will now load.

Emergency Disk Wizard x|

Insert a blank high density diskeﬂ*e in drive A
Select "Mext” to optionally format” the diskette and
to copy the files to the diskette.

"Select "Don't format” if you wish to use a disk that
is already bootable.

S

Emergency
Disk Wizard

< Back I Mext > I Cancel |

4. Insert a blankBM formatted high density diskette into your computer. Clicklext to
continue, orCancel to quit. You should always format the diskette to eliminate any files and
viruses that may be on the diskette.

Emergency Disk Wizard x|

You can choose to format an emergency disk using
the operating system that is presently installed on
your machine or you can create an emergency disk
that contains the MAOS.

EmBl’gEﬂB‘y‘ & {Fomat using the installed operating syster:
Disk Wizard © Create an Mal-05 emergency digk

< Back I Mest > I Cancel
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5. Next, the Disk Wizard will give an option to format your diskette. Checkdh& format box
ONLY if your diskette is IBM formatted, and is already bootable (skip to step 7 if you check this
box). If you are unsure, leave it unchecked. Cliclvert button to continue.

The disk-formatting program will now run. Sel&etl for the Format type and seldziplay
summary when finished andCopy system files for Other options. Cliclstart to begin
formatting.All files on this disk will be deleted. This may take a few minutes, depending on
the speed of your computer and disk drive. When it is complete, it will bring up a confirmation
message. Click theK button to continue.

Format - 3% Floppy [A:] Ed E3

Capacity:
|1.44 Mb (3.5
— Format type Clase |
™ Quick [erase]

& Eull

™ Copy system files only

r— Other options
Label:

I~ Molabel
¥ Display summary when finished
V¥ Copy system files

6. Click theClose button to continue the disk creation process.

7. Click theOK button to create the Emergency Disk. The necessary files will now be copied to the
disk. Be sure to label the diskelieAfee Emergency Boot Diskand turn on the write
protection on the disk. You can do this by opening the write protection switch in the upper right
corner of the disk. If you can see through the hole on the diskette, you have turned on the write
protection. You can test the diskette by restarting the computer with the McAfee Emergency
Boot Disk in the floppy disk drive.

Emergency Disk Wizard x|

Pleage wait while McAfee VirusScan scans the
diskette for viruses...

Scanning: A 0SYS

Emergency
Disk Wizard

< Back Hext» | Cancel I
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Note: TheMcAfee Emergency Boot Diskwill scan all files on your hard drive a number of
times. The number of scans the software performs will depend on the DAT file and the number
of files on your hard drive. To stop tiMcAfee Emergency Boot Diskfrom scanning your
computer, you must hold ti&ontrol-Alt-Delete keys simultaneously or press the

Restart button on the front of your computer.

8. Click theFinish button.

Emergency Disk Wizard x|

An Emergency Disk has been created.
+  Label it-"McAfee Emergency Boot sk

+  Wirite protect it Towerite protect the disk, open the
write-protect notch in the upper corner of the disk.

+  Totestyour Emergency Disk, restartyour
computer with the disk inthe A drive. Wwhen you
detta the A prompt, tvpe G and press the EMTER
key to access your hard drive. [fyou can access
waur bard drive in this test vour Emergency Disk is
functioning properly.

Emergency
Disk Wizard

+ Store the disk in a safe place.

Cancel |

< Back

9. When done, store the diskette in a safe place, and use it when you suspect or you have a boot
sector virus. If you do have a boot sector virus, you may obtain the most recent copy from the
ITS Help Desk in Keller 105 or request one from them. The most common instance of a boot
sector virus occurs when a computer is started with an infected floppy diskette.

How to Remove Dr. Solomon’s Anti-Virus Toolkit

1. Close all software programs that you have running.
2. Click on thestart button.
3. Click onSettings .
4. Click onControl Panel .
Programs 4
Favorites 4
@ Documents 4
% Setfings » (= Control Panel s
@ . 3 Printers
= B Taskbar & Start Menu...
@ Help [3) Folder Options
g’; Run.. & Active Desktop 4
(-]
-
| Shut Down

S

1
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5. Look forAdd/Remove Programs and double click on the icon.

— 152
&
Acceszibiliby Add Hew Date/Time
O ptions Hardware
‘a5 2,
e il
b
FindFast  FindYiruz zcan Fontz Game
zettings Controllers

6. Look forDr. Solomon Anti-Virus Toolkit  in the window and click on the phrase.

Add/Remove Programs Properties 2 x|
Install/Uninstall |Wind0ws Setupl Startup Diskl

Tainztall a new pragram fram a floppye disk ar CO-RORM
drive, click Inztall.

windows, To remove a program or to modify itz installed
cormponents, select it from the list and click
Add/Remove.

@ The following software can be automatically removed by

Coarel Applications :I
Corel wordPerfect Suite 8

Diirect Drivers J
D Solomon's Anti-iras Toolkit

Eudora Light 2.0.5

Eudora Light 2.0.6

Eudora Pro Email

lomega Toolz for Windows 95

Ipswitch wS_FTP LE =l

Add/Bemaove... |

0k | Cancel | Apply |

7. Click on theAdd/Remove button.

8. You will see a warning from Windows. Click ties button to continue. If you click théo
button, the uninstaller function will not remove the Dr. Solomon Anti-Virus Toolkit.

WARNING ]

Are you suralﬁat wou want o completely remowe Dr Solomon's Arti-irus Toolkit fom your system??
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9. If you have Winguard installed, you will see a window with the following message:

Dr Solomon®s Anti-Virug Toolkit Uninstaller B

@ MinGuard is currenty acive. To disable MinGuard the Uninstaller will have to reboct your PC. Do you stll wish fo proceed?

by

If you have this icon in |
your task bar next to the (

clock, you are using \MG} 4:10 P
Winguard.

10. If you want to continue, click on tives button. If you do not want to continue, click on te
button. The computer will reboot and continue with the uninstall process.

11. During the uninstall process, other message windows might appear. Read the options before
selecting a response. Always select the option to keep the file if you have doubts. The uninstaller
windows will look like the one pictured below.

irus Toolkit Uninstaller |

FRermoving Dr Solomon's Anti-irs T oolkit from your
spsten.

Currently. .

D1 Solomon'z Antitirug Toolkit haz been succeszsfully
remaoved from pour spstem

12. Click on thebone button to complete the uninstall process.
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For additional assistance, please phone the ITS Help Desk at (808) 956-8883,
send e-mail to help@hawaii.edu, or fax (808) 956-2108.

Or see the ITS Helpdesk home page at www.hawaii.edu/help
The ITS Help Desk is located in Keller 105 on the UHma Campus.

The University of Hawai'i is an equal opportunity/affirmative action institution.
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