


Sometimes when the virus is newly introduced, VirusScan may only be able to detect the virus but may
not be able to clean it. In those cases, you should delete the infected file and restore the original file from
a clean (pre-infected) backup or original media, if it is a file you need.

Once you have disinfected the virus (or deleted the infected file and restored it from backup), rerun

VirusScan with the scan all files option once more to ensure that your system is clean.

Why Quarantine?
(From McAfee Help FAQ)

Quarantining is a way to safely isolate and neutralize an infected file until future action can be
taken.

There are several situations when it may be advisable to quarantine a file. The first is when an infected
file cannot be cleaned by VirusScan. This can happen when the update needed to clean the file is either
not yet available or has not yet been downloaded. Quarantining isolates and neutralizes the file, protecting
your system and other files until the proper update can be downloaded.

Sometimes the damage caused by the virus makes the file unable to be cleaned. In this situation it is
advisable to delete the file and recover from a backup. If no backup is available or you need to attempt to
salvage the data from the file, it is advisable to quarantine the file to avoid the risk of infecting other files
on the PC until further action can be taken.

Lastly, VirusScan's heuristic scanning feature may flag a file as likely to contain a virus, even though it
does not match any known virus. In this situation it is recommended to quarantine the file until it can be

reported to AVERT and a more thorough assessment of the file can be made.

When a file is quarantined, there are three things that VirusScan does to render the file virtually harmless.

1. The file is encrypted with an algorithm that can only be decrypted by VirusScan.
2. The extension of the file is changed to .mcq and the file is locked.
3. The file is moved to the quarantine directory.
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If you detect a virus and need assistance cleaning or removing it, please contact the ITS
Help Desk at 956-8883 with the name of the virus, your version of VirusScan, the date of
your virus definition, and the version of your scan engine.

Frequently Asked Questions

Q: Can I use VirusScan with Netscape, Firefox and Opera web browsers?

A: You can use Netscape, Firefox, or Opera as your default web browser but you must have Internet
Explorer 6.0 or later installed on your computer.

Does VirusScan scan email attachments?

A: If you have real-time scanning and email protection enabled, attachments are scanned as the email
message arrives.

Q: Sometimes McAfee SecurityCenter will report that your computer protection is up to date.
However, when you check the DAT version, it is one or two days old (especially noticeable when
you first boot up your computer for the day after a period of being powered off). McAfee is in the
process of updating your DAT. You will receive the pop up message that your DAT has been
updated. However, when you check in McAfee SecurityCenter, the DAT version is still reported
as the old one.

A: Please close McAfee SecurityCenter and open it again. It should report the updated DAT version.
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For More Information

For help, call the ITS Help Desk at 956-8883, (800) 558-2669 from the neighbor islands, or send email to
help@hawaii.edu.

For information about a specific virus, got to http://vil.nai.com/vil/default.aspx and specify the
virus or malware name in the search box.

For VirusScan FAQs on update, install/uninstall, general and virus infection issues go to
http://www.mcafeehelp.com. Click on Get Technical Support. In the Product pull down menu,
select VirusScan Plus and select the category that you need information for.

You may also get online technical help via a chat session with a McAfee technical support
person at_http://www.mcafeehelp.com If a search of the FAQs doesn’t answer your question,
click “No, Continue to Further Support Options”. Run McAfee Virtual Technician to gather
information on your system. You will then be given the option to chat with a McAfee technical
support person.

McAfee VirusScan Plus Quick Start Guide is available in PDF format at
http://download.mcafee.com/products/manuals/en-us/vsp_quickstartguide 2007.pdf

The McAfee VirusScan Plus 2007 User Guide is available in PDF format at
http://download.mcafee.com/products/manuals/en-us/vsp_userguide 2007.pdf

For additional assistance, please phone the ITS Help Desk at (808) 956-8883,
send email to help@hawaii.edu, or fax (808) 956-2108.
Neighbor islands may call the ITS Help Desk’s toll-free phone number at (800) 558-2669.

Or see the ITS Help Desk home page at http://www.hawaii.edu/its
The ITS walk-in Help Desk is located in
Keller 105, Keller 213, the Sinclair CLIC lab, and ITS Hamilton Lab on the UH Manoa Campus.

The University of Hawai‘i is an equal opportunity/affirmative action institution
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