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Notice of Meeting 
 

 UNIVERSITY OF HAWAI‘I 
 

 BOARD OF REGENTS COMMITTEE ON INDEPENDENT AUDIT 
 

Date:  Thursday, August 04, 2016 
 

Time:  9:00 a.m. 
 

Place:  University of Hawaiʻi at Mānoa  
  Information Technology Building 
  1st Floor Conference Room 105A/B 
  2520 Correa Road 

  Honolulu, Hawai‘i 96822 
 

AGENDA 
I. Call Meeting to Order 

 

II. Approval of Minutes of the May 27, 2016 Meeting 
 

III. Public Comment Period for Agenda Items:  All written testimony on agenda 
items received after posting of this agenda and up to 24 hours in advance of the 
meeting will be distributed to the board. Late testimony on agenda items will be 
distributed to the board within 24 hours of receipt.  Registration for oral 
testimony on agenda items will be provided at the meeting location 15 minutes 
prior to the meeting and closed once the meeting begins. Written testimony may 
be submitted via US mail, email at bor@hawaii.edu, or facsimile at 956-5156.  
Oral testimony is limited to three (3) minutes. 

 

IV. Agenda Items 
 

A. For Discussion: 
1. Annual Report  of the Committee on Independent Audit and Audit 

Results report of the Office of Internal Audit for Fiscal Year 2016  
2. Status of Whistleblower Hotline 

B. For Review and acceptance: 
 1. Audit Plan for Fiscal Year 2017 

3. Purchasing Card Program 
 

V. Executive Session (Closed to the Public) 
 

A. Personnel Actions Related to the Following (To discuss the following 
personnel matters pursuant to HRS §92-5(a)(2)): 
1. Evaluation of the Internal Auditor 

 

VI. Adjournment 
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Summary 
This Annual Report is prepared pursuant to the provisions of Hawaiʻi Revised Statutes (HRS) 
§304A-321, Independent Audit Committee. Similar to the fiscal year ended June 30, 2015 Annual 
Report, the June 30, 2016 Annual Report is organized by the following sections: 
 

1. Committee on Independent Audit (Audit Committee) Charter 
2. Role of the Audit Committee 
3. Membership 
4. Meetings 

 
The Audit Committee has fulfilled its responsibilities pursuant to Bylaws of the Board of 
Regents of the University of Hawaiʻi (BOR Bylaws), HRS §304A-321 and its Charter.  This 
Annual Report includes and is complemented and supported by the “Audit Results” report 
prepared by the University of Hawai‘i (University) Office of Internal Audit (Internal Audit) that 
summarizes Internal Audit’s activities during the fiscal year ended June 30, 2016.   
 
Committee on Independent Audit (Audit Committee) Charter 
The duties and responsibilities of the Audit Committee are documented in the Audit Committee 
Charter (Charter) and BOR Bylaws.  The Audit Committee’s duties and responsibilities include 
the following: 
 

1. Advise the University’s BOR on the selection, retention, fees, and termination of the 
University’s external auditors. 

2. Oversee a system-wide risk management process and policy. 
3. Review with the Vice President of Budget and Finance/Chief Financial Officer (CFO), 

Director of Internal Audit and the external auditors the adequacy of the University’s 
internal controls over financial reporting, including computerized information system 
controls and security. 

4. Review with the CFO and other University Management as deemed appropriate, Director 
of Internal Audit, and the external auditors the following: 
a. audited financial statements and related footnotes; 
b. reports as required pursuant to the requirements of Government Auditing Standards 

and Federal audit requirements (OMB Circular A-133 and Uniform Guidance); 
c. other reports promulgated by the American Institute of Certified Accountants 

(AICPA), such as reports on agreed-upon procedures; 
d. remediation plans to address audit findings and internal control deficiencies; 
e. effect of any regulatory and accounting initiatives, as well as other unique 

transactions and financial relationships, if any; 
f. external auditor judgments about the quality, not just the acceptability, of the 

University’s accounting policies and principles as applied in its financial reporting. 
5. Review the internal audit function of the University. 
6. Review and approve the annual external and internal audit plans and all significant 

changes to the plans. 
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7. Review and discuss with the Director of Internal Audit the scope, progress, and results of 
the projects included in the internal audit plan, as well as the progress and results of the 
external audit plan. 

8. With respect to reports and other deliverables prepared by Internal Audit, read and review 
reports summarizing the results of the procedures performed by Internal Audit.   

9. Prepare or oversee the preparation of an Annual Report reviewing the effectiveness of the 
Audit Committee. 

10. In connection with the University’s antifraud programs, monitor the establishment of a 
whistleblower program that includes procedures with respect to the receipt, review, 
retention, and treatment of complaints received by the University regarding accounting, 
internal accounting controls, auditing matters, or suspected fraud. 

11. Hire external professionals (auditors, attorneys, consultants, etc.) as deemed necessary 
and recommend to the BOR the certified public accountants to serve as the University’s 
independent auditor. 

12. Submit an Annual Report to the BOR and the Legislature no later than twenty days prior 
to the convening of each regular session of the legislature on the following matters: 
a. all instances of material weaknesses in internal control, including the responses of 

University management; and 
b. all instances of fraud, including the responses of University management. 

13. Perform such other functions as assigned by the BOR and/or its bylaws. 
14. Comply with requirements under HRS §304A-321, as it may be amended from time to 

time. 
 
Role of the Audit Committee 
The Audit Committee members are appointed by the BOR Chair and serve for one year or until 
the appointment of successors.  The Audit Committee Chair is selected by the members of the 
Audit Committee.   
 
Pursuant to the BOR Bylaws, the Audit Committee has the authority to conduct or authorize 
investigations into any matter within its scope of responsibility with unrestricted and timely 
access to all University functions, books, records, information systems, data, personnel, and 
property as necessary to carry out its duties. 
 
Membership 
The Audit Committee must consist of at least three members but not more than five members.  
During the fiscal year ended June 30, 2016, membership of the Audit Committee consisted of the 
following Regents: 
 

1. Stanford Yuen, Chair 
2. Benjamin Kudo, Vice Chair 
3. Jeffrey Portnoy 
4. Wayne Higaki 
5. Michael McEnerney 
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BOR Chair Randy Moore is an ex officio Audit Committee member. 
 
Meetings 
The Audit Committee is required to meet at least twice per year.  During fiscal year 2016, the 
Audit Committee held nine meetings.  In addition to Audit Committee members, other BOR 
members attending fiscal year 2016 meetings included Regents Acoba, Bal, Iha, Putnam, 
Sullivan, Tagorda, and Wilson.  Meetings attendees also included University executive 
management (President, Vice Presidents, Chancellors of various campuses, etc.), the Director of 
Internal Audit, and personnel from the University’s external auditors (Accuity, LLP or Accuity). 
Other attendees consisted of University personnel from a University campus/department/function 
associated with an Audit Committee meeting agenda topic or matter.   
 
The following summarizes the significant matters and topics discussed at Audit Committee 
meetings held during fiscal year 2016:   
 
August 6, 2015: 
1. Regent Yuen was nominated and selected as Audit Committee Chair. 

2. Internal Audit’s fiscal year 2016 Audit Plan was reviewed, discussed and accepted. 

3. The fiscal year 2015 Audit Committee Annual Audit Report was reviewed, discussed and 
accepted. 

4. Updates on the status of corrective action with respect to the following previously issued 
Internal Audit reports were provided by senior management personnel of the audited entity. 
a. H-Zone 
b. Kapiʻolani Community College (KCC) and Leeward Community College (LCC) 

Culinary Arts Program 

5. The University of Hawaiʻi at Mānoa (UHM) Chancellor provided an update on the 
University Cancer Center’s Request for Proposal and Business Plan. 

October 1, 2015: 
1. The Vice President for Administration and the Director of Risk Management provided an 

Enterprise Risk Management (ERM) status update. 

2. Review and approval of amendments to the Audit Committee Charter and the Office of 
Internal Audit Charter. 

 
November 5, 2015: 
1. Reviewed and accepted a supplement to the 2016 Audit Plan adding audit projects for student 

housing and parking. These projects resulted from Regent Kudo noting the importance of the 
University ensuring that all revenue generating units and activities are effectively managed 
and monitored.    

2. ERM and Whistleblower Program status updates were provided by the Vice President for 
Administration. 

3. President Lassner provided an update on the University Cancer Center Business Plan. 
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December 9, 2015: 
1. Reviewed and accepted Internal Audit’s report in connection with their operational review of 

the UHM Athletics Department’s equipment and apparel. 

2. Reviewed and accepted the following reports audited/presented by Accuity: 
a. UHM Athletics Department Financial Statements for the years ended June 30, 2015 and 

2014 
b. UHM Athletics Department NCAA Agreed-Upon Procedures (AUP) Report for the year 

ended June 30, 2015.   
c. Internal Control and Business Issues Report for the year ended June 30, 2015 

(Management response was provided by UHM Athletics Director) 

3. Accuity discussed their professional responsibilities and required communications pursuant 
to Statement on Auditing Standards No. 114.   

 
December 21, 2015: 
1. Reviewed and accepted the University’s Consolidated Financial Statements for the years 

ended June 30, 2015 and 2014 audited by Accuity. 
 
January 27, 2016: 
1. Discussion of the University Cancer Center’s report and business plan presented by the UHM 

Chancellor and the Interim Director of the University Cancer Center 
 
February 10, 2016: 
1. Reviewed and accepted the following reports audited/presented by Accuity: 

a. The University’s Financial and Compliance Reports pursuant to OMB Circular A-133 for 
the year ended June 30, 2015 

b. The University’s Internal Control and Business Issues Report for the year ended June 30, 
2015  

c. The University’s Consolidated Financial Statement Supplemental Schedules for the years 
ended June 30, 2015 and 2014 

d. UHM Athletics Department Agreed-Upon Procedures report for the 2015 Football 
Season attendance 

2. Reviewed and accepted the following reports prepared and presented by Internal Audit: 
a. Sales audit of the H-Zone for the year ended December 31, 2015 
b. Comments and observations in connection with the sales audit of the H-Zone for the year 

ended December 31, 2015 
c. Operational and compliance review of stipend awards and student services expenses of 

the Associated Students of the University of Hawaiʻi at Mānoa (ASUH) 

3. The Community College System Vice President for Administrative Affairs provided a 
corrective action update for the Culinary Arts Programs of both KCC and LCC.  The 
corrective action update was pursuant to comments and recommendation included in an 
Internal Audit report presented to the Audit Committee on May 12, 2015. 

4. The Vice President for Administration provided an update on the status of the ERM Program. 
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5. The BOR Secretary provided an update on the status of the Whistleblower Program. 

 
April 7, 2016: 
1. Reviewed and accepted Internal Audit’s report on UHM Commuter Services.  

2. The Vice President for Administration provided an update on the status of the Whistleblower 
program. 

 
May 27, 2016: 
1. Reviewed and approved Regents Policy (RP) 2.205, Policy on Whistleblowing and 

Retaliation. 

2. Reviewed and accepted the UHM Commuter Services written response to Internal Audit’s 
report. 

3. Reviewed the following for information and discussion: 
a. Status of Internal Audit’s 2016 Audit Plan 
b. Implementation status of the University’s ERM Program 
c. Audit Committee best practices presentation by PricewaterhouseCoopers  
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Overview 
 
The Office of Internal Audit (Internal Audit) prepares this Audit Results (or Annual Report) report 
to summarize their activities and accomplishments for the fiscal year ended June 30, 2016.  The 
Bylaws of the Committee on Independent Audit of the Board of Regents (Audit Committee) require 
that the Audit Committee review this report.  Additionally, the preparation of this report assists the 
Audit Committee review the internal audit function of the University of Hawaiʻi (University) as 
required by the Audit Committee Charter.  Pursuant to the Charter of the Office of Internal Audit of 
the University of Hawai‘i (Internal Audit Charter), an annual audit plan is developed and submitted 
to the Audit Committee for review and approval.  The fiscal year 2016 Audit Plan was approved 
by the Audit Committee on August 6, 2015 and an Audit Plan Supplement was approved by the 
Audit Committee on November 5, 2015.   
 
Exhibit 1 summarizes the engagements included in the approved 2016 Audit Plan and Audit Plan 
Supplement.  The status, observations, findings and recommendations of these engagements 
were discussed with the Audit Committee Chair continuously and throughout fiscal 2016.   
 
Internal Audit recognizes the importance of building and sustaining effective relationships among 
the Audit Committee, University management and the external auditor.  These relationships provide 
efficiencies and enhancements in the University’s risk assessment and management processes and in 
the performance of internal and external audits.  Accordingly, Internal Audit appreciates and thanks 
University management and staff for their cooperation and responsiveness in connection with the 
engagements summarized in Exhibit 1.  Further, we thank the Audit Committee for their continued 
support of Internal Audit.  Please call Glenn Shizumura at 956-7318 with any questions or 
comments with respect to the contents of this report. 
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Audit Resources & Competencies 
 
Internal Audit’s staffing during the fiscal year ended June 30, 2016 consisted of its Director and 
four full-time staff auditors. Internal Audit’s professionals have a substantial number of years of 
auditing and accounting experience within both the University environment and the private sector.  
Collectively, professionals have approximately 30 years of audit experience at international and 
regional public accounting firms, which included services to public sector and higher education 
clients, including the University.  Professional designations include Certified Public Accountant and 
Certified Internal Auditor.   
 
Internal Audit also employs University students majoring in accounting to provide the students with 
the opportunity to experience auditing from an internal audit perspective in addition to an external 
audit perspective by assisting full-time staff perform audit procedures to assist the University’s 
external auditors (Accuity, LLP or Accuity).  Audit experience gained through their employment at 
Internal Audit has benefited and assisted student auditors obtain internship and/or full-time 
employment opportunities with national and local accounting firms.  During fiscal 2016, Internal 
Audit employed three – five students. 
 
The administrative functions of the office are handled by a full-time Administrative Assistant and 
student auditors.  Administrative duties consist primarily of the following: 
 

 Provide information technology support. 
 Manage the storage, back-up and security of Internal Audit’s electronic files. 
 Prepare and issue fiscal related documentation for procuring goods and processing 

payments. 
 Coordinate work orders and auxiliary services for the office. 
 Maintain office supplies and equipment, including routine security maintenance on 

computers. 
 File and archive internal and external audit reports. 
 Manage office information flow. 
 Prepare monthly and year-to-date financial reports to track and monitor Internal Audit 

expenses. 
 Compare and analyze current year-to-date expenses to budget and prior year expenses. 

 D
R
A
FT



UNIVERSITY OF HAWAI‘I 
OFFICE OF INTERNAL AUDIT 

Audit Results 
For the Fiscal Year Ended June 30, 2016 

 

4 
 

Internal Audit Activity and Results 
 
Audit Plan 
Internal Audit’s fiscal 2016 Audit Plan and Audit Plan Supplement were approved by the Audit 
Committee during its meetings held on August 6, 2015 and November 5, 2015, respectively.  The 
Audit Plan was developed using a risk-based approach and considered Internal Audit’s available 
resources.  Criteria used in selecting audit projects included providing coverage of higher risk 
departments/units/functions and areas of concern to the Board of Regents (BOR) and University 
management.  The Audit Plan was prepared pursuant to the following: 
 

 Periodic meetings and discussions with the Audit Committee Chair and Vice Chair. 
 Meetings and discussions with certain members of University management. 
 Observations and findings contained in historical reports issued by Internal Audit.  Certain 

University departments and/or functions may be reviewed as a result of: 
 audit findings noted in departments and/or functions with similar operations and/or 
 unremediated audit findings. 

 Review of the various University of Hawaiʻi Internal Control and Business Issues Reports 
issued by the University’s external auditors. 

 Meetings and discussions with Accuity with respect to sensitive audit areas. 
 Regulatory compliance. 

 
The following are the types of engagements (including examples of fiscal 2016 engagements) 
generally performed by Internal Audit: 
 

 Financial audits and reviews – determine the fairness, accuracy, and reliability of 
financial information presented in accordance with established or stated criteria. An 
example was the required sales audit of the H-Zone pursuant to the University’s lease 
agreement. Internal Audit performing these services precluded the need for UHM Athletics 
to engage an external audit firm to provide financial audit services. 
 

 Attestation engagement – examination, review, or agreed-upon procedures on a subject 
matter, or an assertion about a subject matter (including financial information).  An 
example was the review of ASUH’s policies, procedures and practices related to stipend 
awards and student services expenses.  The ASUH Constitution requires ASUH to obtain 
an annual audit.  Similar to the H-Zone audit, the performance of this engagement by 
Internal Audit precluded the need to engage an external audit firm. 

 
 Operational reviews – evaluate an area, department, or functional operation with the 

objective of evaluating efficiency and effectiveness.  Examples of operational review 
projects include a review of UHM Commuter Services parking operations and a review 
of UHM Athletics policies, procedures, and related controls over the distribution, 
tracking and inventorying of athletic equipment and apparel. 
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 Compliance reviews – assess the adherence to laws, regulations, policies and 
procedures.  A compliance review may also include assessing compliance with the terms 
and conditions of contracts/agreements.  An example was the review and evaluation of 
the University’s purchasing card program. 

 
 Follow-up – evaluate the implementation status of corrective action on internal or 

external audit findings reported in a previously completed audit report.  Follow-up audits 
are generally performed during the year following the issuance of the report documenting 
the audit finding. 

 
Internal Audit is also consulted on generally accepted accounting principles and its application, 
accounting and operational process analyses and related internal control matters.  Internal Audit also 
provides guidance and consults with auditees in connection with their implementation of Internal 
Audit recommendations.  In addition, Internal Audit may perform and participate in investigation 
projects as a result of complaints to the BOR office and/or University management.   
 
In addition to the services previously described, Internal Audit provides a maximum of 1,000 hours 
of external audit assistance to Accuity.  External audit assistance provided by Internal Audit has 
significantly reduced Accuity’s audit fees charged to the University.  Assistance provided by 
Internal Audit included the following: 
 

 Prepared audit schedules and audited certain accounts related to the Consolidated Financial 
Statements and University of Hawai‘i at Mānoa Intercollegiate Athletics financial 
statements.  Audit procedures performed by Internal Audit were used and relied upon by 
Accuity to reduce their extent of audit work. 

 Reviewed and commented on the University’s Consolidated Financial Statements for the 
fiscal year ended June 30, 2015.  Accuity’s report date was December 21, 2015. 

 Reviewed and commented on the UHM Athletics financial statements for the fiscal year 
ended June 30, 2015.  Accuity’s report date was December 9, 2015. 

 Reviewed and commented on the separate agreed-upon procedures audit (required pursuant 
to NCAA regulations) of UHM Athletics for the fiscal year ended June, 30, 2015.  
Accuity’s report date was December 9, 2015. 

 Attended and participated in all audit status meetings with Accuity and Financial 
Management Office personnel. 

 
The University’s Consolidated Financial Statements were completed and issued prior to the date 
requested by the Department of Accounting and General Services of the State of Hawaiʻi for 
incorporation into the State of Hawaiʻi’s Comprehensive Annual Financial Report. 
 
The Director of Internal Audit and Audit Committee Chair had numerous conversations and met 
prior to each Audit Committee meeting and throughout fiscal 2016 to discuss various University 
topics and matters including the following:   
 

 status of external and internal audit engagements; 
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 questions and comments on reports drafted by Internal Audit or external auditors; 
 findings, observations, recommendations and risks identified in connection with projects 

performed by  Internal Audit; 
 agenda matters for Audit Committee meetings; 
 form and content of reports to be presented to the Audit Committee; and 
 other issues or concerns. 

 
Audit Phases 
Internal Audit’s audit process commences with the above described Audit Plan.  Summarized below 
are the typical audit phases utilized by Internal Audit in connection with each audit project.  An 
overarching Internal Audit objective is frequent and constant communication with Unit (department, 
school, campus) personnel on an ongoing basis. Ongoing and effective communication is critical in 
validating potential audit issues/findings as well as determining feasible recommendations. 
 
1. Preliminary review: 

Internal Audit gathers and reviews information to obtain a preliminary understanding of the 
operation, activity or process that will be audited.  A preliminary assessment of risks relevant to 
the audit is conducted.   
 

2. Notification: 
The Director of Internal Audit contacts appropriate University management regarding an audit 
project(s) that will impact their Unit.  The audit purpose and objective, scope, time period 
covered by the audit, etc. are also discussed.  

 
3. Initial Meeting: 

An initial meeting is scheduled to establish the tone for the audit and to discuss the audit’s 
scope, objectives, timing and expectations.  Internal Audit will also request the auditee to 
describe their Unit’s operations that will be impacted by the audit as well as available resources 
(personnel, facilities, systems, etc.) and any other issues or concerns. 

 
4. Planning: 

Written documentation of relevant processes and controls is requested and analyzed.  Internal 
Audit will perform a walk-through to confirm the documented processes and controls.  Upon 
completion of the preliminary risk assessment, an audit approach plan and audit program are 
developed to assist in the performance of an efficient and effective audit.  Internal Audit has 
developed a quality assurance checklist to utilize on all engagements to ensure compliance with 
applicable professional authoritative literature and Internal Audit’s in-house policies.  

 
5. Fieldwork: 

Fieldwork consists of gathering evidence and analyzing and evaluating that evidence pursuant 
to the audit program.  Audit procedures are performed such that the most significant and high 
risk audit risk areas are completed first. Internal Audit utilizes Microsoft One Note to manage 
and electronically file audit documentation and workpapers.  All engagement documentation 
and workpapers are reviewed by the designated supervisor(s).      
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6. Report Draft: 
The drafting of the audit report commences during the performance of fieldwork.  Internal Audit 
schedules a meeting with Unit management to discuss the form and content of the draft report 
and provides a copy of the draft report concurrently with or subsequent to this meeting.  From a 
timing perspective, Internal Audit generally provides the preliminary draft report to the auditee 
at least four (4) weeks prior to the next scheduled Audit Committee meeting.  The auditee is 
requested to provide draft report comments by an agreed upon due date of receiving the initial 
draft report. Internal Audit incorporates relevant and appropriate comments received by the 
auditee into the report draft.  A revised draft report is generally distributed to the auditee within 
one business day.   

 
7. Report Distribution to the Audit Committee Chair and BOR Office: 

Subsequent to incorporating auditee comments into the draft report, the report draft will be 
distributed to the Audit Committee Chair for review and comment.  Subsequent to review by the 
Audit Committee Chair, the report draft will be forwarded to the BOR Office for distribution to 
Audit Committee members prior to the Audit Committee meeting.  The report draft will be 
presented by the Director of Internal Audit at the Audit Committee meeting. 

 
8. Management Response: 

Unit management personnel are requested to attend the Audit Committee meeting to respond to 
possible Audit Committee member questions and comments.  Unit management is generally 
requested to provide a written response to Internal Audit’s report.    

 
9. Final Report Distribution: 

Subsequent to the Audit Committee’s review and acceptance of the draft report, Internal Audit 
finalizes and distributes printed and electronic copies of the report to Unit management and 
appropriate senior management personnel of the University.   

 
10. Follow-up: 

Within approximately one year of audit report issuance, Internal Audit will perform a follow-up 
audit to assess the implementation of Internal Audit’s recommendations and Unit corrective 
action.  

 
Summary of Audit Engagements 
Exhibit 1 summarizes the audit objective(s), audit scope, observations, findings, conclusions and 
status of the engagements included in the approved 2016 Audit Plan and Audit Plan Supplement.  
With respect to completed engagements, Unit management concurred with all 
observations/findings and conclusions and have or are in the process of implementing 
recommendations made by Internal Audit.   
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Time Allocation 
Similar to other professionals in accounting and auditing, Internal Audit tracks time spent on each 
project and task.  The following table summarizes the time allocation for the fiscal year ended June 
30, 2016: 
 

 
 
Administrative time primarily includes various human resource related functions (e.g., performance 
of employee evaluations, student hiring, etc.) and office management functions (e.g., review of 
current year-to-date expenses to budget and prior year expenses, engagement scheduling, etc.).  
Training time includes the reading of various professional organization periodicals (Association of 
College and University Auditors, National Association of College and University Business Officers, 
etc.) and participating in webinars and on-line courses relating to emerging accounting, auditing and 
operational issues primarily affecting governmental entities and higher education institutions.  
Additionally, several Internal Audit staff were assigned to research OMB Uniform Guidance and 
provide in-house training to all Internal Audit full-time staff and students.      

Direct
73%

Administrative
7%

Training
6%

Leave and holiday 
14%

Time Allocation
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Direct time represents services directly benefiting the University.  The allocation percentage of 
Direct time by engagement type is as follows:  
 

 
 
 “Other” time represents audit related functions, such as preparing for and attending Audit 
Committee meetings and the preparation of documents for the Audit Committee such as Audit 
Plans. 
 
 

Operational and 
compliance

53%Financial audits 
and reviews

15%

Attestation
4%

Follow‐up
10%

Consultation and 
investigation

5% Other
13%

Allocation of Direct Time
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Office of Internal Audit 

Summary of Audit Engagements 
Fiscal Year Ended June 30, 2016 

 

Engagement 
Primary Objective(s)/ 

Audit Scope 
Findings/Conclusions & Comments Status 

 

 
 

   EXTERNAL AUDIT ASSISTANCE 
1. University of Hawai‘i 

(Consolidated) financial 
statements 
 Type: Financial 
 Period: Year ended June 

30, 2015 
 

Audits pursuant to federal law or 
University election. 
 Provide audit assistance under the 

direction of Accuity, LLP (Accuity). 
 Provide support and assistance in 

connection with all audit reports. 
 Participate in periodic status meetings 

with Accuity and Financial 
Management Office personnel. 

 Review and provide comments on 
draft reports. 

Accuity’s reports noted: 
 Unmodified audit opinion 
 No material weaknesses in internal controls 

over financial reporting 

 Complete 
 Accepted by the 

Audit Committee 
on December 21, 
2015. 

2. University of Hawai‘i (A-
133) Reports 
 Type: Compliance 
 Period: Year ended June 

30, 2015 
 

Accuity’s reports noted: 
 Unmodified opinion on compliance for major 

programs 
 Total expenditures of federal awards - $559 

million 
 No material weaknesses in internal controls 

over compliance 
 

 Complete 
 Accepted by the 

Audit Committee 
on February 10, 
2016. 

3. University of Hawai‘i at 
Mānoa Intercollegiate 
Athletics (UHM Athletics) 
financial statements 
 Type: Financial 
 Period: Year ended June 

30, 2015 
 

Accuity’s reports noted: 
 Unmodified audit opinion 
 Two material weaknesses in internal controls 

over financial reporting related to ʻAhahui 
Koa Ānuenue (AKA) oversight and the H-
Zone.  Matters related to the H-Zone 
referenced issues identified by Internal Audit. 

 Complete 
 Accepted by the 

Audit Committee 
on December 9, 
2015. 

4. UHM Athletics agreed-
upon procedures (AUP) 
report 
 Type: Attestation (NCAA 

agreed-upon procedures) 
 Period: Year ended June 

30, 2015 

AUP pursuant to NCAA regulations. 
 Provide AUP assistance under the 

direction of Accuity. 
 Provide support and assistance in 

connection with the AUP report. 
 Review and provide comments on 

draft report. 

Accuity’s report noted one exception related to 
UHM Athletics not providing regular oversight 
over cash disbursements related to the operations 
and additional activity accounts maintained by 
AKA. 

 Complete 
 Accepted by the 

Audit Committee 
on December 9, 
2015. 
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Office of Internal Audit 

Summary of Audit Engagements 
Fiscal Year Ended June 30, 2016 

 

Engagement 
Primary Objective(s)/ 

Audit Scope 
Findings/Conclusions & Comments Status 

 

 
 

INTERNAL AUDITS 
5. UHM Athletics – Athletic 

Equipment and Apparel  
 Type: Operational 
 Period: Concurrent with 

time of performance 
 

Perform a review of UHM Athletics 
policies, procedures, and related controls 
over the distribution, tracking and 
inventorying of athletic equipment and 
apparel.  

 For the years ended June 30, 2015 and 2014, 
equipment/apparel purchased each year 
approximated $500k.  Additional 
equipment/apparel is also acquired through 
contracts with sporting goods manufacturers 
(e.g., Under Armour provided a $331,000 
allowance to acquire equipment/apparel for 
the year ended June 30, 2015). 

 Develop policies and procedures to identify 
and track acquisitions, issuances, and the 
collection of equipment/apparel. 

 Perform a physical inventory by sport 
immediately after each sport’s season ends. 

 Manual procedures with the assistance of 
automated software or the acquisition of an 
automated athletic equipment management 
system should assist with the tracking and 
monitoring of equipment/apparel.   

 Consider preparing written policies 
documenting the consistency and uniformity 
with respect to the quantity, quality and 
maintenance of equipment/apparel provided to 
student athletes. 
 

 Complete 
 Accepted by the 

Audit Committee 
on December 9, 
2015. 

6. Sales Audit of the H-Zone 
 Type: Financial 
 Period: January 1, 2015  

– December 31, 2015 
 

Perform a sales audit of the H-Zone’s 
(located at Ward Center) Schedule of 
Gross Sales in accordance with the lease 
agreement.   

 

Issuance of an unmodified report in accordance 
with AICPA standards. 

 Complete 
 Accepted by the 

Audit Committee 
on February 10, 
2016. 
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Office of Internal Audit 

Summary of Audit Engagements 
Fiscal Year Ended June 30, 2016 

 

Engagement 
Primary Objective(s)/ 

Audit Scope 
Findings/Conclusions & Comments Status 

 

 
 

7. H-Zone - Comments and 
Observations 
 Type: Operational, 

Compliance, Financial 
 Period: January 1, 2015 – 

December 31, 2015 
 

Provide comments and recommendations 
in connection with the 2015 H-Zone sales 
audit and assess the status of 2014’s 
comments, observations and 
recommendations.  

Calendar year 2015 represented H-Zone’s second 
year of operations.  During 2015, on-hand 
inventory increased and gross margins decreased 
indicating the continued need for operational 
improvements. The inability to implement or 
untimely implementation of prior year 
recommendations contributed to Internal Audit’s 
2015 comments. A summary of 2014 comments 
are as follows:  
 Inventory management requires improvement. 
 Lack of management review and approval of 

sales discounts. 
 Damages and unsaleable merchandise was not 

written down to net realizable value. 
 Supporting documents for inventory 

adjustments (e.g., price/cost adjustment, 
quantity, etc.) is not maintained.   

 Lack of monitoring contract expiration dates 
which resulted in the H-Zone allowing several 
contracts to expire resulting in H-Zone selling 
consigned merchandise without a written 
agreement.  

 Sales were not recorded daily in KFS 
(University’s general ledger) pursuant to 
University policy. 
 

 Complete 
 Accepted by the 

Audit Committee 
on February 10, 
2016. 

 UHM Athletics will 
monitor and 
evaluate the Ward 
Center operations 
during 2016 as a 
result of the 2015 
net loss of $50,000. 
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Office of Internal Audit 

Summary of Audit Engagements 
Fiscal Year Ended June 30, 2016 

 

Engagement 
Primary Objective(s)/ 

Audit Scope 
Findings/Conclusions & Comments Status 

 

 
 

8. Purchasing Card (PCard) 
Program 
 Type: Compliance 
 Period: As of December 

2015 
 

Review and evaluate the University’s 
PCard policies and procedures as well as 
the processes and controls to mitigate the 
risk of improper, fraudulent or abusive 
PCard transactions. 
 

 Compliance with University Administrative 
Procedures AP 8.266 (A8.266) should prevent 
and detect significant instances of improper, 
fraudulent and abusive PCard transactions. 

 Unit Supervisors (Approving Authority and 
Fiscal Administrator) are not promptly 
authorizing the recordation and classification 
of PCard transactions in KFS as required by 
A8.266. 

 The PCard Administrator should adopt an 
audit process to increase the management and 
monitoring of PCard transactions. 

 Perform a cost-benefit analysis to determine 
whether the number of restricted Merchant 
Category Codes should be decreased. 
 

 Complete 
 To be presented at 

the August 2016 
Audit Committee 
meeting. 

9. Associated Students of the 
University of Hawai‘i at 
Mānoa (ASUH) 
 Type: Attestation 
 Period: July 1, 2014 – 

June 30, 2015 
 

Perform an agreed-upon procedures 
engagement related to the following:  

 stipends awards 
 student services expenses 

 

 ASUH personnel complied with written 
ASUH and University policies and procedures 
related to the processing and recordation of 
stipend awards and student services expenses.  

 Internal controls were operating as intended.  
 Amounts expended were within ASUH 

approved budgeted amounts. 
 

 Complete 
 Accepted by the 

Audit Committee 
on February 10, 
2016. 
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Office of Internal Audit 

Summary of Audit Engagements 
Fiscal Year Ended June 30, 2016 

 

Engagement 
Primary Objective(s)/ 

Audit Scope 
Findings/Conclusions & Comments Status 

 

 
 

10. Community Colleges – 
Revenue Generating 
Programs 
 Type: Operational, 

Compliance, Financial 
 Period: March 2016 – 

July 2016 
 

Assess the implementation of financial 
and operational policies and procedures 
with respect to revenue generating 
programs at Community College 
campuses and programs. 

 At the August 6, 2015 Audit Committee 
meeting, the Community College System 
Associate Vice President for Administrative 
Affairs (AVPAA) stated that a policy relating 
to the management of all revenue-generating 
programs was drafted and reviewed by the 
Vice Chancellor for Administrative Services 
and Fiscal Administrators at each Community 
College campus.  The policy would be 
discussed and reviewed by the Community 
College Chancellors, Vice Chancellors, 
academic programs, Deans and Program 
Coordinators.    

 At the February 10, 2016 Audit Committee 
meeting, the AVPAA stated that the final draft 
of the policy was expected to receive approval 
by the Community College Chancellors the 
following week.  

 The policy was effective March 2016. 
 

 A review to assess 
the implementation 
of the policy at 
Leeward 
Community 
Colleges (LCC) 
commenced in May 
2016 and is on-
going. 
 
 

11.  UHM Athletics 
 Type: Operational, 

Compliance, Financial 
 Period: TBD 

 

Upon request and subsequent to approval 
by the Audit Committee, provide audit 
services to UHM Athletics senior 
administrators. Potential audit areas 
include: 1) ticket office operations, 2) 
booster club operations and 3) sports 
camp operations. 

  UHM Athletics senior administrators 
determined that audit services (in addition to 
the equipment and apparel audit described at 
#5) were not needed during fiscal 2016. 

 Internal Audit will 
consult with UHM 
Athletics regarding 
projects for fiscal 
2017. 
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Office of Internal Audit 

Summary of Audit Engagements 
Fiscal Year Ended June 30, 2016 

 

Engagement 
Primary Objective(s)/ 

Audit Scope 
Findings/Conclusions & Comments Status 

 

 
 

12. Corrective Action – Auditee 
Status 
 Type: Operational, 

Compliance, Financial 
 Period: As of May 2016 

 

Assess the implementation status of 
corrective action for fiscal 2015 Internal 
Audit projects. 

 H-Zone: See description of #7. 
 

 Kapiʻolani Community College (KCC) and 
the LCC Culinary Art Programs: Currently 
reviewing the implementation of financial and 
operational policies and procedures at 
Community College campuses and programs 
(see description of #10).   

 KCC Chancellor’s Office Accounts at the 
University of Hawaiʻi Foundation (UHF): The 
AVPAA and KCC management have 
provided a description of the procedures 
implemented to improve the management and 
administration of their UHF donor accounts.  
Internal Audit will review the implementation 
and effectiveness of these revised procedures 
with respect to the proper accounting and 
administering of their UHF donor accounts.    
 

 Complete (H-Zone 
#7) 

 In-progress 
(KCC/LCC #10) 
 
 
 
 

 In-progress (KCC 
Chancellor 
Accounts at UHF) 

 

AUDIT COMMITTEE ASSISTANCE 
13. Enterprise Risk 

Management (ERM) 
 Type: Audit Committee 

Assistance 
 Period: ongoing 
 

Assist in formalizing and implementing 
an ERM process at the University. 
 

 At the October 1, 2015 Audit Committee 
meeting, the Vice President for 
Administration and the Director of Risk 
Management provided a presentation on ERM 
and an ERM plan. 

 During the November 5, 2015 Audit 
Committee meeting, the Vice President for 
Administration reported that an ERM summit 
led by a Higher Education Specialist from 
Aon would be held on November 24, 2015. 
Participants would include select University 
senior management personnel. 

 Update presented at 
the May 27, 2016 
Audit Committee 
meeting by the Vice 
President for 
Administration. 
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Office of Internal Audit 

Summary of Audit Engagements 
Fiscal Year Ended June 30, 2016 

 

Engagement 
Primary Objective(s)/ 

Audit Scope 
Findings/Conclusions & Comments Status 

 

 
 

14. Whistleblower Hotline 
 Type: Audit Committee 

Assistance 
 Period: ongoing 
 

Assist in the establishment of a mechanism 
for the receipt, retention, and treatment of 
complaints received by the University of 
Hawaiʻi regarding accounting, internal 
accounting controls, auditing matters, or 
suspected fraud that may be submitted by 
any party internal or external to the 
University. 

 

 At the November 5, 2015 Audit Committee 
meeting, Internal Audit reported that the goal 
is to have the whistleblower program in place 
by June 30, 2016. 

 The Director of Risk Management and 
Director of Internal Audit have led 
whistleblower workshops and meetings. 

 Whistleblower website hosted by Ethics Point 
is complete and ready to go-live. 
 

 Hotline and 
associated website 
accessible on June 
15, 2016. 

15. Audit Committee Reports – 
Annual Report to the Board 
of Regents (BOR) and 
Hawai‘i State Legislature 
 Type: Audit Committee 

Assistance 
 Period: July 1, 2014 – 

June 30, 2015 
 

Assisting the Audit Committee prepare an 
annual report to the Board of Regents 
(BOR) and Hawaiʻi State Legislature  
identifying 1) all instances of material 
weakness in internal controls and 2) all 
instances of fraud required by HRS 
§304A-321. 

 
 

Annual report to the Hawaiʻi State Legislature 
dated December 21, 2015 noted no instances of 
material weakness in internal controls over 
financial reporting and no instances of fraud or 
illegal acts. 

 

 Complete 
 

16. Audit Committee Reports – 
Annual Report to the BOR  
 Type: Audit Committee 

Assistance 
 Period: July 1, 2015 – 

June 30, 2016 
 

Assisting the Audit Committee prepare an 
annual report to the BOR regarding the 
Audit Committee’s effectiveness required 
by HRS §304A-321. 

 
 

Annual report to the BOR notes that the Audit 
Committee fulfilled its HRS §304A-321 and 
Charter responsibilities for the fiscal year ended 
June 30, 2016. 

 Complete 
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Office of Internal Audit 

Summary of Audit Engagements 
Fiscal Year Ended June 30, 2016 

 

Engagement 
Primary Objective(s)/ 

Audit Scope 
Findings/Conclusions & Comments Status 

 

 
 

INTERNAL AUDITS – SUPPLEMENTAL PROJECTS 
 (approved at the November 5, 2015 Audit Committee meeting) 

17. University of Hawaiʻi at 
Mānoa (UHM) Parking 
(Commuter Services) 
 Type: Operational, 

Financial 
 Period: As of March 

2016 
 

Review and analyze financial information 
and the related processes and controls to 
assess operational issues. 

 During the three years ended June 30, 2015, 
Commuter Services generated annual 
revenues of approximately $6.2 - $6.7 million 
resulting in annual net income ranging from 
$400,000 to $1.2 million. 

 UHM parking fees are competitive or at the 
low end when compared to certain higher 
education institutions located on the U.S. 
West Coast and private parking lots adjacent 
to the UHM campus. 

 Commuter Services has appropriate financial 
processes and procedures to manage and 
monitor their financial operating results. 

 Certain improvement opportunities were 
noted for Commuter Services’ evaluation and 
consideration, such as analyzing budget to 
actual financial information, comparing 
expenses incurred to revenues generated from 
special events, monitoring and managing the 
citation process, and updating cost estimates 
and identifying the funding source(s) of future 
repairs and maintenance projects. 
 

 Complete 
 Accepted by the 

Audit Committee 
on April 7, 2016. 
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Office of Internal Audit 

Summary of Audit Engagements 
Fiscal Year Ended June 30, 2016 

 

Engagement 
Primary Objective(s)/ 

Audit Scope 
Findings/Conclusions & Comments Status 

 

 
 

18. UHM and University of 
Hawaiʻi at Hilo Student 
Housing 
 Type: Operational, 

Financial 
 Period: Year ended June 

30, 2015 including fiscal 
2016 operations 
 

Review and analyze financial information 
and the related processes and controls to 
assess operational issues. 

UHM Student Housing preliminary 
recommendations: 
 Perform and document periodic (monthly, 

quarterly, etc.) budget to actual financial 
analysis. 

 Compare and reconcile financial and 
operating information warehoused in 
subsidiary management information systems 
to KFS. 

 Improve the monitoring and management of 
utility expenses, install separate utility meters 
at each housing complex . 

 Improve the monitoring and collection of 
accounts receivable balances. 

 Ensure compliance with University policies, 
procedures and requirements. 
 

 UHM Student 
Housing report 
draft provided to 
management for 
review. 

 UHH Student 
Housing to be 
performed 
subsequent to 
completion of the 
UHM Student 
Housing.   
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Overview 

The University of Hawai‘i (University) Office of Internal Audit (Internal Audit) has developed 
this audit plan for the fiscal year ended June 30, 2017 as required by the Charter of the Office of 
Internal Audit of the University of Hawai‘i (Charter).  The primary purpose of the audit plan is to 
document Internal Audit’s role, objectives, and goals underlying its intent to make a contribution 
to the University’s continued success.   

As set forth in its Charter, Internal Audit’s mission is to assist the University’s Board of Regents 
(BOR) and University Management (President, Senior Management Team, Chancellors and Vice 
Chancellors) in fulfilling their oversight, management, and operating responsibilities.  This is 
accomplished through providing independent and objective assurance and consulting services 
conducted in a systematic and disciplined approach to evaluate, add value, and improve the 
University’s operations while simultaneously mitigating the University’s risk.  Internal Audit 
services are described below: 
 
Assurance Services 
Assurance services may vary depending on the nature of the engagement, its objectives and type 
of assurance desired.  Assurance services include the following: 
  

 Financial audits and reviews – determine the fairness, accuracy, and reliability of 
financial information presented in accordance with established or stated criteria. 

 Attestation engagement – examination, review, or agreed-upon procedures on a subject 
matter, or an assertion about a subject matter (including financial information). 

 Operational reviews – evaluate an area, department, or functional operation for the 
purpose of evaluating efficiency and effectiveness. 

 Compliance reviews – address adherence to laws, regulations, policies and procedures, 
and terms and conditions of contracts/agreements. 

 Follow-up – evaluate the status of corrective actions on internal or external audit findings 
reported in a previously completed audit report. 

 
Consultation and Investigation Services 
Consultations are similar to operational reviews and generally involve assessments of processes 
and controls at the request of management.  Investigations generally result from complaints 
reported to the BOR office and/or University management, which may relate to fraud, waste 
and/or abuse.   
 
Internal Audit is also consulted on generally accepted accounting principles and its application, 
accounting and operational process analyses and related internal control matters.  Internal Audit also 
provides guidance and consults with auditees in connection with their implementation of Internal 
Audit recommendations.  Throughout the year, Internal Audit seeks opportunities to become 
involved in planning committees, policy and guidance development, and other University 
strategic efforts in order to promote internal controls, quality processes, and the alignment of 
resources in the planning and implementation stages.   
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Audit Plan Development and Objectives 
As in prior years, the projects included in the Audit Plan considers Internal Audit’s available 
resources and result from an informal risk assessment process that includes discussions and 
correspondence with the following: 
 
 Meetings and discussions with the Committee on Independent Audit (Audit Committee) 

Chair.  
 Meetings and discussions with certain members of University Management.   
 Observations and findings contained in historical reports issued by Internal Audit.  Certain 

University departments and/or functions may be reviewed as a result of: 
o audit findings noted in departments and/or functions with similar operations and/or 
o unremediated audit findings. 

 Review of the various Internal Control and Business Issues Reports issued by Accuity LLP 
(Accuity). 

 Meetings and discussions with Accuity with respect to sensitive and higher risk audit areas. 
 Regulatory compliance. 
  
The University President and Senior Management also discuss sensitive and high risk areas with 
members of the BOR (including the Audit Committee).  Internal Audit designs audit procedures 
for projects listed in the Audit Plan to assess the following:  
 
 Risks are appropriately identified and managed. 
 Information is accurate, reliable and timely. 
 Employee actions are in compliance with policies, standards, procedures and applicable laws 

and regulations. 
 Operations are efficient and effective. 
 Resources are acquired economically, used efficiently and adequately protected. 
 Accountability systems are in place to ensure organizational and program missions, goals, 

plans and objectives are achieved. 
 
This Audit Plan is a living document, requiring continual monitoring and revision as conditions 
warrant.  Flexibility is an inherently accepted part of the Audit Plan to accommodate 
management requests and other unanticipated priorities that arise throughout the year.  
Accordingly, an Audit Plan approved by the Audit Committee may be supplemented with 
additional projects due to the sensitivity, high risk and/or media exposure associated with the 
additional project.  In addition, projects may be deferred as a result of a project’s initially 
identified risk being resolved and/or mitigated prior to the commencement of work.  All 
revisions to the approved Audit Plan require Audit Committee concurrence.  Additionally, a few 
audit projects that commenced in 2016 are carried over for completion in fiscal 2017.  The 
carryover projects were expected and in line with a normal audit process where audits 
commencing in the last few months of the fiscal year end are completed early in the following 
year. 
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Pursuant to the Bylaws of the BOR (Article II, Section D, 2.) and the Charter of the Audit 
Committee, the Audit Committee is responsible to review and approve the Audit Plan and 
significant changes to the Audit Plan.  The Audit Committee is also responsible to evaluate the 
extent to which the Audit Plan addresses high risk areas. The ongoing support of the BOR, 
University Management, and other constituents in developing this plan and maximizing Internal 
Audit’s effectiveness is greatly appreciated. 
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Proposed Audit Engagements 
July 1, 2016 to June 30, 2017 

 
External Audits 
 
Overview: 
 
During June 2015, Accuity was re-engaged to provide external audit services to the University 
for the three year period ended June 30, 2017.  The University has an option to extend the 
contract for an additional year.  Accuity will perform the following audits for the fiscal year 
ended June 30, 2016: 
 

 Single Audit – University of Hawai‘i 
 Consolidated Financial Statements 
 Office of Management and Budget (OMB) Uniform Administrative 

Requirements, Cost Principles, and Audit Requirements for Federal Awards 
(Uniform Guidance)  

 Intercollegiate Athletics – University of Hawai‘i at Mānoa (UHM Athletics) 
 NCAA Agreed-Upon Procedures  

 
OMB Uniform Guidance supersedes OMB Circular A-133 by combining the requirements of eight 
existing OMB Circulars (A-21, A-50, A-87, A-89, A-102, A-110, A-122 and A-133).  OMB 
Uniform Guidance is effective for the University’s June 30, 2016 Single Audit.  
 
The University consistently issues its consolidated financial statements prior to the due date 
established by the State of Hawai‘i Comptroller for inclusion in the State of Hawai‘i’s 
Comprehensive Annual Financial Report. 
 
Internal Audit will provide up to 1,000 hours of external audit assistance to Accuity to decrease 
external audit hours and the related audit fees.  In addition to the 1,000 hours of external audit 
assistance, Internal Audit will perform the following in connection with the above noted audits:   
 

 Technical accounting support and assistance in the preparation of the financial statements 
and related notes based on financial information provided by University personnel.  

 Participate in meetings (planning, status, financial statement review, etc.) impacting the 
audits.   

 Review and comment on draft reports.  
 Additional procedures as requested by Accuity. 
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1. Single Audit (Uniform Guidance) – University of Hawai‘i 
 

Federal regulations require that organizations (state/local governments and non-profits) 
expending federal awards in excess of $750,000 (previously $500,000 under OMB A-133) 
are subject to the Single Audit requirements of OMB Uniform Guidance.  The University’s 
Schedule of Expenditures of Federal Awards for the year ended June 30, 2015 noted 
approximately $559 million in federal expenditures.   
 
A Single Audit requires an examination by an independent certified public accountant of the 
financial records, financial statements, federal award transactions and expenditures, and 
internal control systems of the auditee. The Single Audit consists of financial statement and 
compliance audit components.  The Single Audit reports are required to be submitted to the 
federal government within 9 months after the organization’s year-end (March 31 for the 
University) 
 
The University is responsible for preparing the Management Discussion and Analysis, 
consolidated financial statements and related notes, supplementary information 
accompanying the consolidated financial statements, and the Schedule of Expenditures of 
Federal Awards (SEFA) and related notes.  The University’s independent auditor, Accuity is 
required to audit the University’s consolidated financial statements and SEFA in accordance 
with Government Auditing Standards (Yellow Book) and the federal audit requirements of 
OMB Uniform Guidance. 

Type: Financial, Compliance 
Period under audit: July 1, 2015 – June 30, 2016 
Est. time of performance: July 2016 – December 2016 
 

2. Intercollegiate Athletics – University of Hawai‘i at Mānoa 
 
Historically, Accuity audited the financial statements of UHM Athletics in addition to 
performing the agreed-upon procedures review pursuant to NCAA requirements.  The 
financial statement audit is not required by the NCAA or University policy.  Accordingly, 
UHM Athletics senior management waived the financial statement audit for the year ended 
June 30, 2016.  For fiscal 2016, Accuity will perform the NCAA required agreed-upon 
procedures review. 
 

The NCAA constitution requires the following for Division I institutions: 
 
 Constitution 6.2.3. “All revenues, expenses and capital expenditures for or on behalf 

of a Division I member institution’s intercollegiate athletics programs, including 
those by any affiliated or outside organization, agency or group of individuals (two or 
more), shall be subject to the performance of certain annual agreed-upon procedures 
(in addition to any regular financial reporting policies and procedures of the 
institution).  The agreed-upon procedures report should be prepared for the institution 
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by a qualified independent accountant who is not a staff member of the institution and 
who is selected either by the institution’s chief executive or by an institutional 
administrator from outside the athletics department designated by the chief executive 
officer.”  

 Constitution 6.2.3.1. “The agreed-upon procedures report for one fiscal year shall be 
completed and presented to the chief executive on or before January 15 following the 
end of the institution’s fiscal year.” 

 
Type: Financial, Attestation (agreed-upon procedures) 
Period under audit: July 1, 2015 – June 30, 2016 
Est. time of performance: July 2016 – December 2016 
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Audit Committee Assistance 
 
1. Whistleblower Hotline 
 

The University whistleblower hotline and associated website was launched on June 15, 2016.  
The hotline/website is accessible globally 24 hours/day, 365 days/year and is available to 
University employees and the general public for the reporting of violations of law, rules or 
regulations in a confidential and anonymous manner. 
 
Internal Audit and the Office of Risk Management have administrative roles with respect to the 
hotline and consult with campus personnel overseeing the investigation of claims received 
through the hotline.  The Director of Internal Audit will apprise the Audit Committee Chair of 
the type, nature, trends, etc. of hotline claims received during their periodic meetings.  The form 
and content of hotline status reports presented during Audit Committee meetings will be 
discussed with the Audit Committee Chair. 
 

2. Audit Committee Reports 
 

Internal Audit will continue to assist the Audit Committee prepare the following reports 
required by Hawaiʻi Revised Statutes §304A- 321 (Act 87 enacted by the 27th Legislature of 
the State of Hawai‘i during 2013): 
 
 Annual report to the BOR and the Hawai‘i State Legislature (Legislature),  no later than 

twenty days prior to the convening of each regular session of the Legislature on matters 
that include the following: 

 
 All instances of material weakness in internal control, including the responses of 

University management (to these instances); and 
 All instances of fraud, including the responses of University management (to these 

instances). 
 
The December 2015 report submitted to the Legislature included documents prepared by 
Accuity noting that Accuity did not identify any matters that they considered to be 
material weaknesses in internal control over financial reporting and that they noted no 
instances of fraud or illegal acts. 

 
 Annual report to the BOR to evaluate the effectiveness of the Audit Committee.  
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Internal Audits 
 

3. University of Hawaiʻi at Mānoa – Office of Planning and Facilities  
 
Historical evaluations and reviews of the University of Hawai‘i at Mānoa (UHM) Office of 
Facilities and Grounds (OFG) (nka Office of Planning and Facilities or P&F) operations have 
been performed by the Association of Higher Education Facilities Officers (fka Association 
of Physical Plant Administrators or APPA), Accuity, and Internal Audit.  The most recent 
APPA and Internal Audit reviews were performed during 2011 and 2013 respectively.   
 
The APPA and Accuity reports provided recommendations to OFG’s overall operations 
including their procurement, project management and repair/maintenance processes.  Internal 
Audit’s 2013 report noted the following: 
 

Procurement of CIP: 
The majority of actual commencement and completion dates for services performed by 
Consultants and Contractors are subsequent to the expected start dates and completion 
dates contained in the signed contracts.   
 
Project/construction management: 
An analysis of contract costs noted that substantially all project costs have or are 
expected to exceed the contract amounts pursuant to the signed contracts.  OFG stated 
that the costs in excess of the contract amounts are generally associated with construction 
issues that were not timely identified either individually or collectively by OFG, the 
Consultant or the Contractor.  
 
Repairs and maintenance (R&M): 
Internal Audit’s review of R&M process documentation and work orders noted that OFG 
encountered difficulties in managing and monitoring the timely and effective completion 
of R&M work orders.  OFG had not established performance standards, such as the 
number of standard labor hours that should be incurred during the performance of normal 
recurring R&M tasks (i.e. replacement of light bulbs or fixtures, painting a door, etc,).  
Accordingly, OFG was unable to schedule and notify UHM customers of the expected 
timing with respect to their work order resulting in poor communication with the UHM 
community.  OFG’s AiM system reflected approximately 3,500 open R&M work orders 
as of June 2013.   

 
P&F’s Central Warehouse inventory value as of June 30, 2015 pursuant to the University’s 
audited financial statements was approximately $1.1 million.  In addition to the Central 
Warehouse, P&F stores inventory at Workshops (Electrical, Carpentry, Plumbing, Painting, 
etc.) and the Landscaping department.  Workshop and Landscaping department inventory 
may be counted but is not valued or included in the University’s audited financial statements. 
Internal Audit previously determined that P&F lacked sufficient internal controls and 
processes over inventory valuation and existence. 
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The tentative procedures are as follows: 
 Obtain and review P&F policies, procedures and documentation for the following 

processes: 1) CIP procurement, 2) project/construction management, 3) R&M work 
orders and 4) inventory acquisition/requisition/valuation. 

 Select samples of CIP and R&M work order projects and review project and contract 
files, R&M work orders, AiM reports and other relevant documents to evaluate policy 
and procedure compliance and operational effectiveness.   

 Observe and comment on the types of inventory and inventory controls at all 
locations within P&F.  Perform inventory test counts and compare to P&F’s perpetual 
inventory system.   

 Test inventory valuation. 
 Other procedures as deemed necessary. 

 
Type:  Operational, Compliance, Financial  
Period under audit: As of June 30, 2016 through the end of 

fieldwork 
Est. time of performance:  November 2016 – January 2017 

 
Unit Requested Assistance: 
Internal Audit recognizes the importance of building and sustaining effective relationships with 
University management.  These relationships are enhanced when Internal Audit provides University 
Units with “value added” services resulting in either individually or collectively a reduction in risk, 
cost savings, or improvements in effectiveness and efficiency.  The following Units believe 
Internal Audit can provide “value added” services to certain aspects of their operations.  
However, the Units have not yet identified the nature, timing and extent of services.  Services 
requested by these Units that are not identified in this Audit Plan must be approved by the Audit 
Committee prior to Internal Audit commencing audit work. 
 
4. University of Hawaiʻi at Mānoa Athletics Department  
 

The University of Hawaiʻi at Mānoa Athletics Department is assessing functions and areas 
that could benefit from an Internal Audit review.  Audit areas may include the ticket office 
operations, booster club operations, sport camp operations, etc.  
 

Type:  Operational, Compliance, Financial  
Period under audit:  TBD 
Est. time of performance:  TBD 

 
5. Community College System  
 

The Community College System Office of the Associate Vice President for Administrative 
Affairs (AVPAA) is assessing functions and areas that could benefit from an Internal Audit 
review.  Audit areas may include evaluating compliance with the Community College’s 
Financial and Operational Oversight of Revenue Generating and Financially Self-Sustaining 
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Programs policy effective March 2016.   Internal Audit will collaborate with the AVPAA in 
selecting the revenue generating program subject to audit. 
 

Type:  Operational, Compliance, Financial  
Period under audit:  TBD 
Est. time of performance:  TBD 

 
Revenue Generating Units: 
The Audit Committee has raised concerns regarding the financial results of revenue generating 
units of the University.  Accordingly, Internal Audit audited the parking and student housing 
operations of the University of Hawaiʻi at Mānoa during fiscal 2016.  During fiscal 2017, 
Internal Audit expects to perform audits of the following revenue generating units of the 
University.  
 
6. University of Hawaiʻi at Hilo – Student Housing 

 
The University of Hawaiʻi at Hilo (UHH) Student Housing is a division of UHH Student 
Affairs. Residence halls include Hale Kauanoe, Hale Kanilehua, Hale Kehau and Hale 
Alahonua.  Annual academic year 2016 – 2017 rates (excluding meal plans) range from 
$3,544 (double occupancy) - $7,718 (single occupancy/two bedroom).  Annual rates for the 
UHH apartment (Hale Ikena) ranges from $4,966 (double occupancy/two bedroom) - $6,432 
(single occupancy/one bedroom).  
 
During fiscal 2016, Internal Audit commenced auditing the University of Hawaiʻi at Mānoa 
(UHM) Student Housing Services.  The report in connection with this audit is anticipated to 
be finalized in Fall 2016. Historical financial statements and its related processes and 
controls were reviewed in addition to an evaluation of financial and operational risks and 
opportunities of the UHM Student Housing Services.  Internal Audit’s preliminary 
recommendations include the following: 1) prepare, analyze and document budget to actual 
financial results periodically during the fiscal year, 2) compare financial and operating 
information warehoused in subsidiary management information to periodic financial reports, 
3) install separate utility meters at resident halls, apartment complexes and resident hall food 
facilities, 4) monitor and perform the necessary follow-up on accounts receivable balances, 
and 5) ensure compliance with University policies, procedures and requirements.  
 
Similar to the objectives and procedures performed at UHM Student Housing Services, the 
objective of this project is to review and analyze financial information and the related process 
and controls to assess operational issues.  
 

  



UNIVERSITY OF HAWAI‘I 
OFFICE OF INTERNAL AUDIT 

Audit Plan 
For the Fiscal Year Ended June 30, 2017 

 

12 
 

The tentative procedures are as follows:  
 Request and review Statements of Revenues and Expenses and Budget for the three years 

ended June 30, 2016.  
 Request and review Schedules of Deferred Maintenance, Preventive Maintenance and 

Capital Improvements.  
 Interview management personnel.  
 Request and review contracts with third-parties (e.g., janitorial services, refuse services, 

etc.). 
 Request and review a Schedule of Receivables as of June 30, 2016, 2015 and 2014. 

Assess the process and controls regarding the collection of outstanding receivables.  
 Request and review schedules by on-campus housing project noting number of total beds, 

revenue beds (beds available for rent), and occupied revenue beds for the three years 
ended June 30, 2016.  The schedule should be segregated by semester (fall and spring).  

 Request and review a compilation of capital asset inventory (e.g. desks, beds, washers, 
dryers, sofas, etc.) and inquire of the process and controls to validate existence and 
purchases.  

 
Type:  Operational, Compliance, Financial  
Period under audit:  Three years ended June 30, 2016 
Est. time of performance:  September 2016 – December 2016 
 

7. University of Hawaiʻi at Mānoa Outreach College 
 
The University of Hawaiʻi at Mānoa Outreach College (Outreach College) develops and 
implements year-round programs.  According to the University System Budget Office 
website, Outreach College’s fiscal year 2016 operating budget included budgeted revenues of 
approximately $40 million. 
 
Outreach College programs include: 1) Credit Programs (includes summer session courses), 
2) Non-Credit Programs, 3) Community Programs and 4) International Programs.  For 
academic year 2015-2016, Credit Program tuition ranged from $431/credit (resident 
undergraduate course) - $1,770/credit (nonresident School of Nursing and Dental Hygiene 
course).  Non-Credit Programs provides courses for professional, personal and career 
development, personal enrichment and community interest.  Community Programs provides 
cultural and aesthetic education, such as dance, drama, literary, film and music events.  
International Programs include non-credit offerings in the area of second language 
acquisition, seminars, and special classes for foreign students.   
 
An external auditor performed a financial audit of Outreach College for the fiscal year ended 
June 30, 2009.  Their management letter indicated that Outreach College was unable to 
prepare financial statements due to the complex and inconsistent manner of recording 
revenues and the untimely reconciliation of those revenues.  The external auditor also noted 
the use of three different databases outside of Banner (University’s student information 
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system) to maintain registration and payment information for Non-Credit Programs resulting 
in operational inefficiencies.   
 
The objective of this project is to review historical Outreach College financial statements and 
its related processes and controls in addition to evaluating financial and operational risks and 
opportunities.  An example of an operational and financial risk would be Outreach College’s 
potential inability to prepare and analyze complete and accurate financial information in a 
timely manner and thus inhibiting management’s ability to make informed decisions.  The 
tentative procedures of this project include the following: 
 

 Request and review internal (e.g., Strategic Plan, etc.) and external reports issued 
during the three years ended June 30, 2016. 

 Request and review Statements of Revenues and Expenses for the three years ended 
June 30, 2016 and all prospective financial statements and projections.  Written 
documentation of financial assumptions supporting the financial projections will be 
requested.  Internal Audit will also request the segregation of the financial 
information by Outreach Colleges’ four programs. 

 Interview management personnel. 
 Request and review a Schedule of Receivables as of June 30, 2016, 2015 and 2014.  

Assess the process and controls regarding the collection of outstanding receivables. 
 Other procedures as warranted. 

 
Type:  Operational, Financial  
Period under audit:  Three years ended June 30, 2016 
Est. time of performance:  January 2017 – March 2017 
 

8. University of Hawaiʻi Press  
 
According to an external auditor’s financial audit report of the University of Hawaiʻi Press 
(UH Press) for fiscal year ended June 30, 2008, the BOR established UH Press on September 
5, 1947, to support the University’s core mission of aggressively publishing locally produced 
scholarly work and disseminating it throughout the world.  The external auditor’s 
management letter identified one audit and three reclassification adjustments and 
recommended that UH Press’ management team remain cognizant of the accounting and 
external financial reporting requirements applicable to the UH Press’ stand-alone financial 
statements.   
 
According to the University System Budget Office website, UH Press’s fiscal year 2016 
operating budget included budgeted revenues of approximately $5 million.  The objective of 
this project is to review historical UH Press financial statements and its related processes and 
controls in addition to evaluating financial and operational risks and opportunities.  The 
tentative procedures for this project are as follows: 
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 Request and review internal (e.g., Strategic Plan, etc.) and external reports issued 
during the three years ended June 30, 2016. 

 Request and review Statements of Revenues and Expenses for the three years ended 
June 30, 2016 and all prospective financial statements and projections.  Written 
documentation of financial assumptions supporting the financial projections will also 
be requested. 

 Interview management personnel. 
 Request and review a Schedule of Receivables as of June 30, 2016, 2015 and 2014.  

Assess the process and controls regarding the collection of outstanding receivables. 
 Request and review a compilation of merchandise inventory as of June 30, 2016, 

2015 and 2014 and inquire of the process and controls to validate existence and 
valuation. 

 Other procedures as warranted. 
 

Type:  Operational, Financial  
Period under audit:  Three years ended June 30, 2016 
Est. time of performance:  December 2016 – February 2017 
 

Recurring: 
 

Internal Audit provides audit services to University units to reduce their burden of incurring 
audit fees for services provided by external auditors.  The following audits result from 
constitution requirements and agreements with third-parties.  Internal Audit previously 
performed sales audits for the Rainbowtique.  

 
9. Associated Students of the University of Hawai‘i at Mānoa 
 

The Constitution of Associated Students of the University of Hawai‘i at Mānoa (ASUH) 
requires that an annual audit be performed of ASUH’s financial statements.  Senate 
Resolution 07-10 stipulates that the audit be performed no more than once every ten years by 
an external certified public accounting firm.  Accuity audited ASUH’s financial statements 
for the year ended June 30, 2008.  The type or scope of audit is not defined in the ASUH 
Constitution or Senate Resolution.  During fiscal year 2013, an ASUH resolution 04-13 was 
issued requiring internal fiscal reviews during fiscal years 2014 and 2017 and operational 
audits during fiscal years 2012, 2013, 2015, 2016, 2018, and 2019.   
 
Senate Resolution 07-16 specifies that the fiscal year 2016 operational review will consist of 
a review of scholarships, registered independent organization awards, and study abroad 
scholarships.   Internal Audit will also perform follow-up procedures to evaluate the status of 
corrective action on audit findings reported in the prior year.   

 
Type: Attestation 
Period: July 1, 2015 – June 30, 2016 
Est. time of performance: August 2016 – October 2016 
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10. Sales Audit of the H-Zone  
 

The UHM Athletics Department opened its 1,465-square foot "H-Zone" store at the Ward 
Centre in Kaka‘ako on July 1, 2014.  The H-Zone features mens, womens, and youth apparel, 
as well as assorted spirit items bearing the UH Athletics' brands.  All proceeds from the H-
Zone benefit UHM Athletics.   
 
The H-Zone’s lease agreement (termination date of June 30, 2017) requires an annual 
calendar year examination of a Schedule of Gross Sales.  Accordingly, Internal Audit will 
perform an examination of the H-Zone at Ward Centre’s Schedule of Gross Sales for the year 
ended December 31, 2016 in accordance with the attestation standards established by the 
American Institute of Certified Public Accountants.     
 

Type: Financial (sales audit) 
Period under audit: January 1, 2016 – December 31, 2016 
Est. time of performance: October 2016 (interim fieldwork and planning)  

January 2017 (year-end fieldwork) 
 

Follow-up: 
 
The following engagements relate to the performance of follow-up reviews to evaluate the status 
of corrective action of audit findings reported in reports issued in the prior year.   
 
11. H-Zone – Status of Comments and Observations 
 

During fiscal year 2015, Internal Audit issued a report of comments, observations and 
recommendations with respect to certain operational matters and control processes noted in 
connection with planning and performing the initial sales audit of the H-Zone at Ward 
Centre.  A follow-up report was issued in connection with the fiscal year 2016 sales audit 
noting that a majority of Internal Audit’s prior year recommendations were not implemented.  
Internal Audit will perform a follow-up review to assess and report on the status of Internal 
Audit’s recommendations.   

 
Type:  Operational, Financial, Compliance  
Period under audit:  January 1, 2016 – December 31, 2016 
Est. time of performance:  October 2016 – February 2016 
 

12. Corrective Action – Auditee Status 
 
Internal Audit performs follow-up reviews to evaluate the status of corrective action on audit 
findings reported in prior year audit reports.  An assessment of the implementation of 
corrective action for historical Internal Audit projects will be performed during fiscal 2017.  
The report will document Internal Audit’s prior year recommendations and the procedures 
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performed to assess corrective action implementation.  Follow-up reviews are anticipated to 
include the following: 
 

 Kapiʻolani Community College Chancellor’s Office Accounts at the University of 
Hawaiʻi Foundation 

 UHM Athletics Equipment and Apparel 
 ASUH (see no. 9 above) 
 H-Zone (see no. 11 above) 
 UHM Commuter Services 
 University Purchasing Card Program 

 
Type:  Financial, Operational, Compliance  
Period under audit:  Through December 31, 2016 
Est. time of performance:  February 2017 – April 2017 
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May 2, 2016 

 
To the University of Hawai‘i Board of Regents  
  and 
University of Hawai‘i Director of the Office of Procurement and Real Property Management 
 
The University of Hawaiʻi (University) Purchasing Card (PCard) is the preferred method to purchase 
goods and services under $2,500 as it substantially eliminates the need for the preparation, review and 
approval of purchase orders.  The Office of Procurement and Real Property Management (OPRPM) has 
established policies [Administrative Procedures AP 8.266 (A8.266)], procedures and practices to manage 
the University’s PCard program. First Hawaiian Bank (FHB) issues the PCards and provides the 
University with various transaction and account data reports.  The PCard program is managed and 
administered by three OPRPM Purchasing Card Administrators (PCard Administrator).  The objective of 
this project was to review and evaluate the University’s PCard policies and procedures as well as the 
processes and controls to mitigate the risk of improper, fraudulent and abusive PCard transactions.  The 
PCard Administrator has requested that FHB not authorize transactions with a significant number of 
merchants associated with certain Merchant Category Codes (MCC) to mitigate this risk.  
 
Internal Audit determined that compliance with A8.266 should prevent and detect significant instances of 
improper, fraudulent and abusive PCard transactions.  However, Internal Audit noted that certain college, 
school or department (Unit) Fiscal Administrators and Approving Authorities (Unit Supervisors) were not 
performing the key control required by A8.266, which is the prompt authorization, recordation and 
classification of PCard transactions in KFS (University’s general ledger).  Additionally, the secondary 
control required by A8.266 is audits of PCard transactions performed by the PCard Administrator.  
However, this secondary control was performed infrequently since calendar year 2009.    
 
Internal Audit believes that the PCard Administrator must establish a practice to remedy significant and 
chronic Unit Supervisor non-compliance with respect to the prompt authorization, recordation and 
classification of PCard transactions.  A practice to consider is notifying and corresponding with relevant 
Unit personnel (including Senior Management).  The PCard Administrator should also adopt an audit 
process to increase the management and monitoring of PCard transactions while simultaneously reducing 
the risk of improper, fraudulent or abusive purchases. The PCard Administrator should consider utilizing 
FHB reports to potentially enhance the effectiveness and efficiencies of their audits.  Additionally, as a 
result of the large number of restricted MCCs, the PCard Administrator should consider performing a 
cost-benefit analysis and consult with Unit Supervisors to determine whether the number of restricted 
MCCs should be decreased.  Decreasing the number of restricted MCCs may alleviate the administrative 
burden associated with allowing purchases of proper and allowable goods or services from merchants 
with unauthorized MCCs. 
 
         Sincerely, 
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Background/Objectives 
 
The University of Hawai‘i (University) established a Purchasing Card (PCard) program during fiscal year 
2001 to eliminate the need for the preparation, review and approval of purchase orders to procure and pay 
for goods and services less than $2,500.  However, certain goods and services less than $2,500 may not be 
purchased with a PCard as a result of University policy or state and federal laws/regulations. The PCard 
program’s policies and procedures are documented in the University’s Administrative Procedure AP 
8.266 (A8.266).  First Hawaiian Bank (FHB) issues the PCards and provides the University with various 
transaction and account data reports (e.g., Transaction Report, Statement of Account Report, etc.) that can 
be accessed on-line.   
 
The following table of information recorded in the Kuali Financial System (KFS, the University’s general 
ledger) for the three years ended June 30, 2015 notes that the annual volume of PCard transactions as well 
as the associated purchase amounts is significant.   
  Year Ended June 30, 
 Cardholders 2015 2014 2013 

Campus Sept 2015 Transactions    Amount Transactions   Amount Transactions    Amount 
Mānoa 857 56,054  $14,905,122 60,889  $13,434,247 52,423  $14,007,037
Hilo 118 8,460      2,573,988 8,965      2,142,862 7,596      2,142,226 
Maui 45 4,547      1,169,512 5,424      1,182,657 4,707      1,255,965 
Honolulu 52 3,306      1,140,945 4,123      1,130,864 3,318      1,211,681 
System 76 4,833      1,111,469 4,643         911,189 3,705         893,850 
Windward 32 3,722      1,084,186 4,032         889,063 2,898         875,746 
Leeward 49 3,155      1,040,950 2,979         826,599 1,787         665,681 
Kauaʻi 24 3,091         701,012 3,416         629,943 2,841         675,009 
Hawai‘i 46 3,167         650,399 3,191         551,794 3,062         684,099 
Kapiʻolani 21 1,457         311,884 2,245         423,785 1,547         582,062 
CC System 12 1,000         232,792 1,164         214,960 968         189,607 
West Oʻahu 15 507         126,080 532           99,343 444         127,208 

Total 1,347 93,299 $25,048,339 101,603 $22,437,306 85,296 $23,310,171

 
PCards allow the Cardholder to order, pay for and receive goods and services.  Accordingly, there is the 
risk of improper, fraudulent and/or abusive PCard purchase transactions.  The Office of Procurement and 
Real Property Management (OPRPM) has established policies to mitigate this risk including spending 
limits (generally limiting transactions to less than $2,500 and monthly purchases to less than $25,000), 
mandated training, no ATM use and restricting purchases from merchants associated with Merchant 
Category Codes (MCC) that generally serve no University business purpose, such as liquor stores, 
jewelers, financial institutions, political and religious organizations, etc.  As of December 2015, OPRPM 
had two Purchasing Card Administrators (PCard Administrator) to manage and administer the PCard 
program. PCard Administrator responsibilities include reviewing and approving new PCard applications 
as well as reviewing and updating PCard policies and procedures.  An additional PCard Administrator 
was hired during February 2016.  Additional responsibilities include training new Cardholders and 
analyzing and reviewing PCard transactions for propriety and compliance with A8.266.   
 
Reviewing PCard transactions for propriety and compliance with University policies and procedures are 
also delegated to each college, school or department (Unit) within the University.  Cardholders are 
responsible to follow all documented University policies, procedures, guidelines, and regulations.  Fiscal 
Administrators and Approving Authorities (collectively, Unit Supervisors) are responsible to promptly 
review and approve all Cardholder transactions on a monthly basis.    
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The objective of this project was to review and evaluate the University’s PCard policies and procedures as 
well as the processes and controls to mitigate the risk of improper, fraudulent or abusive PCard 
transactions.  For purposes of this project, the Office of Internal Audit (Internal Audit) is utilizing the 
United States Government Accountability Office’s definition of improper, fraudulent and abusive 
transactions: 
 

 Improper:  PCard transactions that are intended for an entity’s use but are not permitted by law, 
regulation, or the entity’s policy. 

 Fraudulent:  Use of a PCard to acquire goods or services that are unauthorized and intended for 
personal use or gain. 

 Abusive:  Purchases of authorized goods or services at terms (e.g., price, quantity) that are 
excessive, are for a questionable need for the entity, or both. 

 
Procedures performed included interviews with OPRPM personnel (including the PCard Administrator) 
and reviewing and comparing the University’s PCard policies and procedures to the policies and 
procedures of other governmental agencies (State of Hawai‘i Procurement Office and City and County of 
Honolulu).  Internal Audit also reviewed and analyzed various FHB transaction and account data reports 
available to the PCard Administrator.  
 
 

PCard Policies 
 
The University has prepared written policies and developed procedures to prevent and detect improper, 
fraudulent and abusive PCard transactions.  These policies stipulate the responsibilities of and procedures 
to be performed by Cardholders, Unit Supervisors and the PCard Administrator in connection with the 
PCard program.  Internal Audit read and assessed these policies and procedures to evaluate its 
effectiveness in mitigating the risk of improper, fraudulent and abusive PCard transactions.   
 
Internal Audit determined that the State of Hawai‘i Procurement Office (SPO) and the City and County of 
Honolulu (Honolulu County) have also established PCard policies.  The PCard Administrator informed 
Internal Audit that the University implemented its PCard policies prior to the SPO establishing its PCard 
policies.  The SPO manages and administers the PCard program for other State of Hawaiʻi Executive 
Branch departments (excluding the University) as well as the Judicial and Legislative Branches.  
Accordingly, Internal Audit read and compared policies prepared by the SPO in addition to the Honolulu 
County to assess the adequacy and completeness of the University’s PCard policies and procedures. 
 
Observations 
 
University of Hawaiʻi 
A8.266 was established by OPRPM to govern the University’s PCard program.  OPRPM also established 
a website to communicate to Cardholders relevant PCard operational procedures, guidelines, training 
information, application forms, etc.  Pursuant to A8.266, the PCard is the preferred method to purchase 
goods and services under $2,500.  Written justification is required to support the use of purchase orders 
for purchases less than $2,500.  Aggregate monthly Cardholder PCard purchases are generally limited to 
less than $25,000.  
 
Unit responsibilities: 
Unit Senior Management (Chancellor, Dean, Director, etc.) is responsible for approving Cardholder 
applications and agreements in addition to establishing purchasing restrictions and limits (transactional 

DRAFT



University of Hawai‘i 
Purchasing Card Program 
December 2015 
 

3 
   

and monthly).  Cardholders are responsible for complying with all University policies and procedures 
over the purchasing of goods and services which includes obtaining and retaining receipts or other 
documentation (i.e. electronic purchase confirmation, sales slip, charge receipt, etc.) to support all PCard 
purchases.  The Cardholder is required to electronically attach all documents supporting the purchase in 
KFS.  Unit Supervisors are responsible for certifying that Cardholder purchases support their program’s 
objectives, comparing documents supporting purchases to monthly PCard statements, ensuring purchases 
comply with University policies and procedures, and promptly approving (electronically) the recordation 
of purchases to the appropriate KFS accounts.  
 
During fiscal years 2010 to 2013, Internal Audit performed PCard compliance audits on approximately 30 
Units noting that Unit personnel substantially complied with A8.266.  The most frequent exception 
detected was the absence of the Unit Supervisor’s signature evidencing approval of PCard purchases.  
However, this exception was noted in less than 8% of the transactions tested.  Internal Audit noted that 
this exception was generally remediated during follow-up audits.  Unit Senior Management have 
suspended or revoked PCard privileges for personnel that did not remediate exceptions detected in prior 
year audits.  
 
PCard Administrator responsibilities: 
At the inception of the University’s PCard program, OPRPM had two full-time PCard Administrators.  
Retirement resulted in one full-time PCard Administrator for the period December 2009 through June 
2014.  As of February 2016, OPRPM has three full-time PCard Administrators.  PCard Administrator 
responsibilities include reviewing and approving PCard applications, opening and closing PCard 
accounts, allowing the purchase of proper and allowable goods or services from merchants with 
unauthorized MCCs, responding to inquiries from University personnel regarding PCard policies and 
procedures and serving as the liaison between FHB and the Cardholder (e.g., handling lost/stolen and 
replacement cards, disputed charges, etc.). Additional responsibilities include maintaining the PCard 
website, reviewing and updating PCard policies and procedures, training Cardholders, and analyzing and 
reviewing PCard transactions for propriety and compliance with A8.266. 
 
A MCC is a four-digit number assigned to a merchant by credit card companies that identifies the primary 
type of goods or services provided by the merchant.  The PCard Administrator has instructed the 
University’s PCard issuer and processor (FHB) to not authorize purchases from merchants with certain 
MCCs as a control to prevent potential improper or prohibited purchases.  These merchants include liquor 
stores, jewelers, financial institutions, political and religious organizations, etc.  As a general rule, 
Cardholders are not authorized to purchase goods and services from merchants associated with 
approximately 750 of 1,000 available MCCs.  Approximately 600 of the 750 unauthorized MCCs are 
associated with travel related merchants [hotels (300), airlines (225) and car rentals (75)].  Unit Senior 
Management may request that the PCard Administrator reduce the number of unauthorized MCCs for 
certain Cardholders based on the Cardholder’s position (e.g., Fiscal Administrator) and/or responsibilities 
(e.g., frequent traveler).  In order to comply with University policies and state and federal 
laws/regulations, A8.266 prohibits the acquisition of certain products with a PCard. Examples of these 
products include payments for construction, hazardous materials, relocation expenses (purchases on 
behalf of an employee for airfare, shipping and temporary housing), personal purchases (professional 
fees, desk clocks, eyewear, etc.) and legal services.  Although restricting PCard transactions from 
merchants with unauthorized MCCs should prevent certain improper or prohibited PCard transactions, the 
MCCs are not identified with merchants that sell numerous types of goods and services.  For example, a 
Cardholder has the ability to make a personal purchase (e.g., prescription glasses) from an authorized 
merchant such as Walmart or Sam’s Club.  
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The PCard Administrator believes preventing purchases from merchants with unauthorized MCCs 
coupled with Unit Supervisors’ review of PCard transactions are effective controls to mitigate the risk of 
improper, fraudulent or abusive purchases.  The PCard Administrator also believes the MCC control is 
operating as designed and intended because Unit Supervisors frequently (approximately 13 requests per 
week) request the PCard Administrator to allow purchases of proper and allowable goods and services for 
certain Cardholders from merchants with unauthorized MCCs.  Examples of these allowable purchases 
include conference registration fees, airfare, car rentals, and hotel room fees.  However, as a result of the 
large number of restricted MCCs, additional time is incurred by Cardholders, Unit Supervisors and the 
PCard Administrator to allow purchases from merchants with unauthorized MCCs that comply with 
University policy and that are deemed proper and allowable.  Accordingly, this may negate the benefit of 
using PCards to reduce the cost of purchases and alleviate the administrative burden of purchases less 
than $2,500.  As discussed further below, the SPO and Honolulu County are less restrictive than the 
University in regards to unauthorized MCCs.   
 
Since the establishment of A8.266, an important PCard Administrator responsibility is to audit, review or 
examine (collectively referred to as “audit”) PCard transactions for compliance with University 
policies/procedures and to identify possible fraudulent or abusive purchases.  Internal Audit was informed 
that the PCard Administrator performed PCard transaction audits prior to the calendar year 2009 
retirement of one of two PCard Administrators.  Subsequent to filling the vacancy of the retired PCard 
Administrator during June 2014, Internal Audit was informed that the PCard Administrator has performed 
infrequent audits of PCard transactions (e.g., scan of Cardholder activity performed in conjunction with 
an authorization request for the purchase of proper and allowable goods or services from a merchant with 
an unauthorized MCC) and commenced (but did not complete) an audit of June 2015 purchases to 
identify bifurcated vendor invoices (allows Cardholders to consummate purchases exceeding their $2,500 
transaction limit).    

In connection with their responsibilities of oversight and overall management of the PCard program, the 
PCard Administrator informed Internal Audit that they approved numerous fiscal year 2015 PCard 
transactions as of June 30, 2015 due to certain Unit Supervisors not promptly authorizing the recordation 
and classification of PCard transactions in KFS as required by A8.266.  Internal Audit was also informed 
that the PCard Administrator assisted fiscal personnel from a Unit organize PCard information to assist 
the Unit in their monitoring and management of PCard transactions.  Unit Supervisors ensuring Unit 
compliance with A8.266 including promptly and effectively reviewing PCard transactions are the key 
processes and controls to mitigate the risk of improper, fraudulent and abusive PCard transactions.  The 
PCard Administrator was unable to quantify the number of fiscal year 2015 transactions approved and 
stated that their approval was necessary to properly reflect these transactions in the University’s June 30, 
2015 financial statements.    
  
State of Hawaiʻi Procurement Office and City and County of Honolulu 
To further assess the adequacy and completeness of the University’s PCard policies and procedures, 
Internal Audit read the “State of Hawai‘i Purchasing Card Program and Procedures” (dated October 2004) 
and the “City and County of Honolulu Purchasing Card Program and Procedures” (dated September 
2012).  Internal Audit also reviewed the SPO PCard website (Note: Honolulu County’s procurement 
website does not have PCard information.).  Internal Audit noted that both the SPO and Honolulu County 
policies are similar to the University in regards to transaction limits of less than $2,500, roles and 
responsibilities of personnel connected with the PCard programs, disciplinary action resulting from policy 
violations and documentation requirements.  However, Internal Audit also noted that the SPO and 
Honolulu County policies are less restrictive than the University in regards to unauthorized MCCs.  Both 
the SPO and Honolulu County policies allow PCard transactions with airline merchants.  Additionally, 
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the SPO policy allows PCard transactions with in-state car rental merchants, while the Honolulu County 
policy allows PCard transactions with all car rental merchants.    
 
Procedures to prevent and detect improper, fraudulent and abusive transactions are included in both the 
SPO and Honolulu County policies.  Both the SPO and Honolulu County policies assign the 
responsibility of reviewing and auditing PCard data and transactions to personnel with similar duties of 
the University’s PCard Administrator as well as the respective government entity’s procurement office, 
audit division and fiscal office.   
 
Analysis 
 
Internal Audit believes that the PCard Administrator’s utilization of MCCs should prevent certain 
unauthorized or prohibited purchases and that the University has complementary procedures to detect 
improper, fraudulent or abusive purchases.  In addition, Internal Audit has determined that the 
University’s PCard policies, processes and procedures are substantially consistent with those documented 
in the SPO and Honolulu County PCard policies.  However, the SPO and Honolulu County policies allow 
PCard transactions with airlines and car rental merchants.   
 
Internal Audit noted that University personnel were not complying with certain A8.266 requirements.  At 
the Unit level, Internal Audit was informed by the PCard Administrator that numerous fiscal year 2015 
transactions were not approved in KFS by Unit Supervisors as of June 30, 2015, contrary to A8.266 
which requires Unit Supervisors to promptly authorize the recordation and classification of PCard 
transaction in KFS.  Additionally, the PCard Administrator has not consistently performed audits of 
PCard transactions.    
 
Conclusions and Recommendations 
 
Internal Audit believes compliance with A8.266 should prevent and detect significant instances of 
improper, fraudulent and abusive PCard transactions.  However, the effectiveness of these policies and 
procedures documented in A8.266 are dependent upon University personnel performing their required 
duties and functions.  As described above, Unit Supervisors and the PCard Administrator are not 
complying with certain A8.266 requirements with respect to the performance of their respective reviews, 
approvals and audits thereby increasing the University’s risk of not preventing or detecting improper, 
fraudulent and abusive PCard transactions. 
 
The prompt and effective review performed by Unit Supervisors of each and every PCard transaction is 
the key control to detect and mitigate the risk of improper, fraudulent and abusive PCard transactions.  
Given that inconsistent and non-performance of this control increases this risk,  Internal Audit believes 
that the PCard Administrator should establish a practice to remedy significant and chronic non-
compliance with respect to the prompt review and approval of PCard transactions.  A practice to consider 
is notifying and corresponding with relevant Unit personnel (including Senior Management).  A 
secondary control to assess compliance with University policies/procedures and to identify possible 
fraudulent or abusive PCard purchases not detected by Unit Supervisors are audits performed by the 
PCard Administrator.  However, performance of this secondary control has been performed infrequently 
since 2009.  Additional discussion regarding PCard Administrator matters are noted in the subsequent 
section “Monitoring and Auditing PCard Transactions.”   
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Monitoring and Auditing PCard Transactions 
 
This section reviews the PCard Administrator’s responsibilities, processes and procedures to monitor 
PCard transactions and perform audits pursuant to A8.266.  Certain responsibilities of the PCard 
Administrator were discussed in the prior section.  Additional responsibilities of the PCard Administrator 
with respect to monitoring policy compliance of Unit personnel and auditing PCard transactions are 
discussed below.  
 
Observations 
 
According to A8.266, the PCard Administrator must perform procedures to verify Unit personnel 
compliance with all PCard policies and procedures issued by OPRPM.  In addition, the PCard 
Administrator must perform audits of PCard transactions to determine compliance with University 
policies/procedures and to identify possible fraudulent or abusive purchases.  As mentioned previously, 
the PCard Administrator has performed audits infrequently since 2009.     
 
The PCard Administrator informed Internal Audit that the bifurcated vendor invoice audits performed on 
June 2015 transactions is unfinished and incomplete.  Internal Audit requested to review audit files and 
documentation evidencing the audit work performed to date by the PCard Administrator.  Internal Audit 
noted that audit documentation prepared by PCard Administrator consisted of a spreadsheet noting the 
Cardholder, transaction amount and date, vendor and PCard Administrator comments.  Audit 
documentation deemed standard and essential by Internal Audit to evidence the audit work performed 
such as an audit approach plan, audit program with planned audit procedures, audit results and the related 
conclusions and memorandums or reports summarizing the audit work performed were not present.  
Accordingly, Internal Audit could not determine the nature, timing and extent of audit work performed by 
the PCard Administrator.   
  
The PCard Administrator stated that their audit of June 2015 transactions entailed downloading all June 
2015 PCard transactions from FHB and examining the vendor name, transaction date and transaction 
amount of each transaction to identify possible instances of a purchase transaction segregated into 
multiple invoices. The multiple invoices would allow the Cardholder to acquire goods and services that 
would have exceeded the Cardholder’s PCard limit if combined onto a single invoice.  Internal Audit 
believes that reviewing a download of all transactions was a good starting point for the June 2015 audit. 
Internal Audit also believes that the preparation of an audit approach plan and audit program would have 
increased the audit’s effectiveness and efficiency with the possible result of a completed audit.   
 
As a result of inquiries with the PCard Administrator, Internal Audit learned that FHB provides the PCard 
Administrator with various reports containing pre-defined PCard transaction and account data fields and 
information.  Based on review of the FHB “Catalog of Standard Reports” provided by the PCard 
Administrator, Internal Audit noted that FHB produces 14 standard reports.  The PCard Administrator 
also indicated that an additional supplemental report (Account Activity Report) is provided by FHB.  
Subsequent to Internal Audit’s review of the “Catalog of Standard Reports” and consultation with the 
FHB Assistant Vice President for Corporate Cards, Internal Audit believes that four of the 
aforementioned 15 reports can assist the PCard Administrator identify possible improper, fraudulent or 
abusive PCard transactions.   
 
The four reports referenced in the prior paragraph identify the Cardholder, Cardholder’s Unit, Merchant 
(Vendor), and transaction amount.  Additionally, these four reports include separate and distinct data 
fields not included in the other reports.  A description and purpose of these four reports are noted below.     

DRAFT



University of Hawai‘i 
Purchasing Card Program 
December 2015 
 

7 
   

1. Merchant Report:  Additional data fields include MCC, MCC description, number of purchase 
transactions and the total amount purchased by the Cardholder.  This report can aggregate 
purchases by Merchant and MCC. Accordingly, this report allows the PCard Administrator to 
summarize and review purchases by MCC that are unusual or unexpected for the Cardholder or 
Cardholder’s Unit or purchases associated with rarely used MCCs.   

2. Transaction Report:  Additional data fields include MCC, a description of the goods or services 
purchased, date of purchase and transaction posting date. This report can aggregate purchases 
with round numbers and specified keywords that may be associated with improper purchases of 
gift cards and money orders.  This report can also identify purchases occurring on weekends and 
holidays which may be deemed unusual for certain Cardholders.  In addition, this report can sort 
Cardholders based on criteria such as high transaction volume or purchases.  Accordingly, 
Cardholders that meet unexpected criteria may warrant further investigation. 

3. Multiple Transaction Exception Report:  Additional data fields include the Cardholder’s purchase 
limit, merchant location and date of purchase.  This report can identify potentially bifurcated 
vendor invoices to circumvent the Cardholder’s single transaction purchase limit or to avoid Unit 
Supervisor scrutiny by listing Cardholder’s purchases from the same merchant on the same day 
that in aggregate exceeds the Cardholder’s single transaction purchase limit.   

4. Account Activity Report:  Additional data fields include transaction date and time, description of 
goods and services purchased, MCC and the reason for rejected transactions.  This report can 
identify purchases occurring on weekends and holidays and purchases occurring after normal 
business hours (Monday through Friday between 8 a.m. and 5 p.m.) which may be deemed 
unusual for certain Cardholders.  This report also identifies rejected purchases and thus a possible 
indication of attempted fraudulent purchases. 

 
The four reports noted above can be downloaded to Excel for sorting and filtering purposes.  In addition, 
FHB retains all data files supporting the above four reports on a rolling 13 month basis except for the 
Account Activity Report.  Data files for the Account Activity Report are retained for two weeks.  Internal 
Audit determined that the PCard Administrator was aware of the four reports described above.  However, 
the PCard Administrator has not utilized these reports to manage and monitor PCard transactions nor 
consulted with FHB to understand how these reports could assist the University’s PCard program.   
 
The additional standard reports contain data fields in addition to those described above that the PCard 
Administrator could utilize in connection with their management and monitoring of the PCard program.  
Data fields in these reports include Cardholder account and transaction information (e.g., name, date 
PCard was issued, date of last transaction, employing Unit, purchasing restrictions, etc.) for a specific 
time period.  Accordingly, the PCard Administrator could compare Cardholder information from a 
standard report to information obtained from the Office of Human Resources to identify Cardholders no 
longer employed by the University.       
 
Analysis 
 
As noted in the “Background/Objectives” section above, the dollar value and volume of PCard purchases 
are significant and emphasizes the importance of auditing and monitoring PCard transactions.  Although 
the PCard Administrator is unaware of instances of improper, fraudulent or abusive purchases, audits of 
PCard transactions should be a priority for the PCard Administrator.  Internal Audit believes a risk based 
audit approach should be considered whereby higher risk transactions, Cardholders and Units are audited 
more frequently.  These high-risk areas should be based on the PCard Administrator’s historical 
knowledge and may include:  
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• Cardholders with the most transactions in a month (dollars and/or volume).  
• Cardholders with multiple and high frequency of disputed transactions.  
• Transactions associated with MCCs and vendor names that are more likely to offer goods, 

services or both that are on the University’s restricted/prohibited lists, personal in nature, or of a 
questionable University need. 

• Transactions from PCard accounts where year-end activity is high compared to the rest of the 
year, which may indicate a Unit making excessive purchases as a result of being under their 
annual budget.  

• New Cardholders. 
 
Although Internal Audit identified four reports that may assist the PCard Administrator identify possible 
improper, fraudulent or abusive PCard transactions, the PCard Administrator should also consult with 
FHB and review other FHB reports to determine if there are additional reports that may assist the PCard 
Administrator manage and monitor the PCard program more effectively and efficiently.  As a result of 
Internal Audit’s observations in connection with this project, Internal Audit was informed that the PCard 
Administrator has commenced utilizing the Multiple Transaction Exception and Account Activity Reports 
to identify potential improper or prohibited purchases.  
 
Audit work performed to date has been performed on an infrequent basis with minimal planning and a 
lack of documentation protocols.  Internal Audit believes the preparation of an annual audit plan 
documenting the PCard Administrator’s audit strategy and audit approach with respect to the anticipated 
nature, timing and extent of audit procedures will assist in the performance of effective and efficient 
audits.  The audit plan should also not be limited to transactional and attribute testing.  Interviews and 
inquiries with Cardholders to determine their understanding of A8.266 should be considered.  These 
interviews and inquiries will also assist the PCard Administrator determine the effectiveness of their 
current training program and if modifications are warranted.  The audit plan should document the strategy 
in selecting Cardholders and/or Units for testing and the frequency of testing.   
 
The “PCard Policies” section noted that the PCard Administrator’s use of MCCs could prevent certain 
unauthorized or prohibited purchases.  However, the PCard Administrator should not overly rely on this 
control and should evaluate the appropriateness of restricting certain MCCs.  Excessive MCC restrictions 
may result in a reduction of the benefits realized by using PCards by increasing the administrative burden 
and associated cost of transacting proper and allowable purchases.  For example, the PCard Administrator 
should consider allowing PCard purchases from airline and car rental merchants similar to SPO and 
Honolulu County policies.  Travel related purchases are subject to additional approval and authorization 
requirements (prior to and at completion of travel).  Pursuant to Administrative Procedure AP 8.851 
(A8.851), a Travel Request form providing justification for travel, itinerary and estimated expense must 
be approved by Unit Supervisors prior to departure and before any expenses are incurred.  A8.851 also 
includes travel expense guidelines (e.g., use of coach or a discounted class of airfare, compact or sub-
compact car rental, hotel room rate not exceeding the Federal Allowable Rate, etc.).  Upon completion of 
travel, a Travel Completion form substantiating all expenses (receipts must be attached to support the 
expenses) and the business purpose of the travel must be approved by Unit Supervisors.  Accordingly, the 
University’s processes and controls specifically related to travel expenses coupled with the process and 
controls related to PCard transactions should be sufficient to mitigate any significant risk related to 
allowing PCard purchases from MCCs assigned to travel related merchants.  However, this mitigation of 
risk is dependent on the Unit’s compliance with the timely preparation of the Travel Request and Travel 
Completion forms as well as the University Disbursing Office monitoring Unit compliance.   
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Conclusions and Recommendations 
 
The PCard Administrator should adopt an audit process to increase the management and monitoring of 
PCard transactions while simultaneously reducing the risk of improper, fraudulent or abusive purchases.  
Components of the audit process may include an audit plan documenting the audit scope, audit procedures 
(including the nature, timing and extent of those procedures), required documentation and the method to 
communicate the audit results to Unit Senior Management of the audited Unit, and appropriate Unit 
Senior Management of the University.  Testing of transaction attributes should also be performed to 
assess compliance with A8.266.  Examples of attributes to consider testing are as follows: 
 

1. Documentation  
• Are receipts and other supporting documentation compliant with policy? 
• Are the receipts detailed enough to identify what was purchased? 
• Based on the signatures on sales drafts, does it appear the employee is sharing the PCard with 

others? 
• Are receipts altered in any way?  
• If receipts are missing, does the nature of the purchase indicate possible inappropriate use of 

the card? 
• Were goods or services received in good order and condition? 

2. Approvals 
• Were the proper approvals received?  
• Were the approvals documented and performed timely? 

 
The PCard Administrator should also consider requesting that audited Units submit corrective action 
responses by an agreed-upon deadline and establish procedures for follow-up audits.  Audit efficiency and 
effectiveness should increase as the PCard Administrator gains additional PCard audit experience.  The 
PCard Administrator should re-evaluate their risk assessments annually and revise their audit strategy, 
approach and related audit procedures accordingly.  Given that Internal Audit’s recommendation includes 
processes and procedures that may be unfamiliar to the PCard Administrator, Internal Audit can consult 
and provide guidance to the PCard Administrator in the development of an audit plan, audit procedures, 
documentation standards, report preparation and other audit tasks as deemed necessary. 
 
As a result of the large number of restricted MCCs, the PCard Administrator should consider performing 
a cost-benefit analysis and consult with Unit Supervisors to determine if the number of restricted MCCs 
should be decreased thereby alleviating the administrative burden associated with allowing purchases of 
proper and allowable goods or services from merchants with unauthorized MCCs.  Performance of audits 
by the PCard Administrator will assist in alleviating the risk related to increasing the number of 
authorized MCCs. 
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Thank you for the opportunity to provide a response to the subject Audit. We respectfully
provide our management response to Internal Audit’s Findings and Conclusions.

Background Information

The University established a PCard Program during fiscal year 2001 to provide an
alternative to the University’s small purchase process. At a high level, the internal
approval process under this program required the submission of hard copy documents
and forms, including original receipts, to be reviewed and approved by the unit
supervisor and fiscal officer.

In September 2014, a revised PCard Program was launched, which designated the
PCard as the preferred method of purchase for small dollar goods and services less than
$2,500. Recognizing that the paper-based approval process was not ideal for this
initiative, an electronic approval process was implemented within the Kuali Financial
System (KFS), which is also known as the Procurement Card Document (PCDO). The
PCDO provides a more streamlined method for approving PCard transactions on a
monthly basis. Receipts are now uploaded to the PCDO and touted directly to account
supervisors and fiscal administrators for electronic approval. The PCard Administrative
Procedures (AP 8.266) for the University was updated accordingly, and all existing
PCatd holders and fiscal administrators were required to attend training on the changes
to the PCard program.
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Until June 2014, the entire University PCard program was administered by one staff
member. A second member was hired in June 2014, and a third person was hired in
February 2016.

The PCard audit was conducted in the Fall of 2015 and covered the fiscal period of
July 1, 2014, to June 30, 2015.

2. Audit Findings and Conclusions

A. Compliance with University Administrative Procedures AP 8.266 (A8.266) should
prevent and detect significant instances of improper fraudulent and abusive
PCard transactions.

Management Response:

We agree with this assessment.

B. Unit Supervisors (Approving Authority and Fiscal Administrator) are not promptly
authorizing the recordation and classification of PCard transactions in KFS as
required by A8.266.

Management Response:

The audit period coincided with Year 1 of the revised PCard Program. In that
regard, we acknowledge that for the period in question, unit supervisors were not
promptly authorizing the recordation and classification of PCard transactions.
However, as more fully explained below, we believe this was primarily due to unit
supervisors and PCard holders learning and transitioning into the new policies
and procedures as well as getting accustomed to processing approvals in KFS.
Additionally, limited resources in the PCard department contributed to the build
up of outstanding approvals, as these individuals could have better followed-up
with the field to enforce the new process and procedures.

For example, at the end of Year 1 of the revised PCard Program ending on
June 30, 2015, there were 748 out of 10,418 PCDOs (69,103 PCard transactions
since inception of the revised PCard Program) pending approval. However, at
the end of Year 2 on June 30, 2016, there were only 66 out of 12,363 PCDOs
(93,808 PCard transactions) outstanding.

We believe this downward trend is the combined effect of unit supervisors and
fiscal administrators better understanding the new procedures and the
importance of timely review and approval, along with the PCard department
growing from one to three people to better manage and enforce over 1,200
PCard holders and 90,000 transactions.

At this time, the PCard department monitors PCDOs that have not been
approved within 60 days from the time a PCDO is created in KFS and sends
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notices to the departmental units identifying the transactions that have not been
approved. Notices are sent out every month thereafter.

As described in the audit report, unapproved PCDOs are automatically approved
in KFS at the end of the fiscal year to ensure all PCard transactions are recorded
in the appropriate fiscal year. Instructions are sent to fiscal administrators and
PCard coordinators informing them of the upcoming auto-approval dates. Fiscal
administrators and PCard coordinators are also reminded that even if a PCDO
has been auto-approved, the departmental unit must continue to do its due
diligence in performing an after-the-fact approval and ratification of all auto
approved PCDOs no later than July 31, 2016. Instructions as well as a sample
ratification forms are also provided to assist the department in performing this
task.

Finally, if departments have outstanding PCDOs that have been in unapproved
status for 60 days or more or if no action has been taken on auto-approved
PCDOs, the PCard administrator will not approve requests for temporary
unblocks, process new applications, or take any action on changes to existing
PCards (e.g. requests for limit increases) for the departmental unit until such time
that outstanding PCDOs have been approved and finalized.

C. The PCard Administrator should adopt an audit process to increase the
management and monitoring of PCard transactions.

Management Response:

This area of the administrative procedure requires review and possible revision to
clarify audit responsibilities. As noted in the Audit report, there was only one
PCard administrator from December 2009 until a second was hired in June 2014.
A third PCard administrator was hired in February 2016.

Beginning with fiscal year 2016 transactions, the PCard administrator has
performed audits of transactions on a monthly basis. There are three types of
audits currently being performed as follows:

1) Watch/Fraud/Dispute/Decline Audits

The bank currently has a PCard transaction monitoring program. If the
bank detects transactions that could be considered as possibly
fraudulent, transactions on a watch” (e.g. foreign transactions), disputed
transactions, or declined transactions, the University will be notified.

The PCard administrator will then audit the PCard holder’s transactions
where these types of notifications have occurred. This is done on a
monthly basis.
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2) Monthly Audits

After the close of a PCard billing cycle, the PCard administrator will
download all transactions posted by the bank into an Excel spreadsheet.
Sorts are done by cardholder and/or vendor, and the transactions are
reviewed. The PCard administrator will look for anomalies such as
multiple transactions to a single vendor, split purchases to a single
vendor, unauthorized purchases, etc.

If the PCard administrator identifies that a procurement violation may
have occurred, the PCard holder, fiscal administrator, account supervisor,
etc. will be notified via a Notice of Procurement Violation.

3) Requests for Changes to a PCard Profile

If a unit submits a request to make a change to a PCard holder’s profile
(e.g. increase PCard spending limits), the PCard administrator will audit
the PCard holder’s history to ensure that the PCard holder has been in
compliance with the PCard policy.

Lastly, the PCard administrator also keeps an audit log and records any findings
and actions resulting from these audits.

D. Perform a cost-benefit analysis to determine whether the number of restricted
Merchant Cateqoiy Codes should be decreased.

Management Response:

As explained below, we believe informal cost-benefit analyses are already
performed in the field to properly balance the amount of time spent on
addressing requests to unblock transactions or increase limits against financial
risk to the University. However, the Administration will reevaluate whether a
more efficient model or process can be implemented.

The Audit suggests that the PCard program should evaluate unrestricting
purchases across-the-board for certain transactions such as airfare, hotel, and
car rentals. We acknowledge that lifting this restriction will make purchases
easier in the field and, therefore, less work on the PCard administration staff.
However, we believe this is unnecessary because the current system allows for
the lifting of restrictions when appropriate.

Currently, Chancellors and Vice Presidents are delegated the authority to
manage the transaction types and dollar thresholds for each PCard holder on a
case-by-case basis by taking into consideration the PCard holder’s need,
authority within the organization, and overall fiscal experience and judgment.
This structure aligns with the current governance model of the University and
provides Chancellors and Vice Presidents the opportunity to assess the benefits



Chairperson Stanford Yuen
Page 5
July 29, 2016

and risks associated with authorizing an individual with limited or unlimited PCard
authority.

All PCard holders are given a certain profile for their PCards which determines
what they are allowed to purchase with their individual PCards. The approving
official for a unit, i.e., Vice President, Chancellor, Deans, and Directors, has the
sole responsibility for approving PCards for appropriate individuals within the
unit, setting the card limits, and determining the commodity exceptions or
restrictions for the PCard holder.

For example, departmental fiscal administrators are generally provided with
higher spending limits and have few restrictions placed on their PCards to
accommodate departmental needs. On the other hand, basic PCard holders are
limited to $2,499 per transaction and are blocked from purchases such as gas,
entertainment, construction, and travel-related expenses. At any time, a
Chancellor, Vice President, Dean, or Director can authorize expanding or further
restricting transaction types or limits.

Based on the Audit, however, we will evaluate the amount of time spent by the
PCard department on responding to requests to unblock transactions or increase
limits to determine if a more efficient model or process can be implemented.
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