
CURRENT THREATS & 
THREATS @ UH 

Jodi	  Ito	  
Informa-on	  Security	  Officer	  •	  University	  of	  Hawaiʻi	  
jodi@hawaii.edu	  •	  (808)	  956-‐2400	  
	  
Informa(on	  Security	  Team:	  	  infosec@hawaii.edu	  

	  



Feds: OPM Breach 

http://preview.tinyurl.com/WP-OPM-breach 



It Gets Worse 

http://preview.tinyurl.com/FoxNews-OPM-breach 



More than 4M… 

http://preview.tinyurl.com/Guardian-OPM-breach 



IRS “Breach” 

http://preview.tinyurl.com/ARSTechnica-IRS 



Anthem Breach 
•  February 

2015 
•  Potentially 

80 million 
affected 



March 2015:  11 million affected 





http://bit.ly/1ES5gJS 



New Malware 

Computerworld Security: March 24, 2015 
========================================= 
 
New malware program PoSeidon targets point-of-sale systems 
 
Retailers beware: A new Trojan program targets point-of-sale 
(PoS) terminals, 
stealing payment card data that can then be abused by 
cybercriminals. 
http://cwonline.computerworld.com/t/
9150977/546333388/725444/17/?
c1e998ea=Y29tcHV0ZXJ3b3JsZF9zZWN1cml0eQ%3d
%3d&03f17c32=YTM3NzcxYjc1MTAwNmRlZmJjM2NhMGZkNjY
xYmU5YTM%3d&x=5cde5ff3 
 



http://preview.tinyurl.com/DarkReading-PNG-malware 



New Vulnerabilities 
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http://map.ipviking.com 

LIVE ATTACKS 









OMG!!   
Cyber Security is MAINSTREAM! 



INTERNET OF THINGS 
IoT: 



IoT:  Internet of Things 

http://www.google.com/about/careers/lifeatgoogle/self-driving-car-test-steve-mahan.html 



http://www.cbsnews.com/news/car-hacked-
on-60-minutes/ 





http://go.hawaii.edu/aI 



http://go.hawaii.edu/La 





Mobile Devices 



"Today, your cell phone has 
more computer power than 
all of NASA back in 1969, 
when it placed two 
astronauts on the moon.”   
                    Dr. Michio Kaku 



Cell Phone Risks 
http://msisac.cisecurity.org/
newsletters/2013-02.cfm 

•  Common	  Risks	  
–  Loss	  of	  Device	  and	  Informa-on	  TheP	  
–  Social	  Engineering	  
–  TMI	  (Too	  Much	  Informa-on)	  
–  Public	  Wi-‐Fi	  
–  Bluetooth	  &	  Near	  Field	  Communica-ons	  (NFC)	  

•  Increasing	  Risks	  
– Malware	  



Cell Phone Safety 

•  Update	  Opera-ng	  System	  
•  Use	  Security	  SoPware	  (if	  available)	  
•  Use	  a	  Password	  
•  Be	  Careful	  Before:	  

–  Downloading/Installing	  Apps	  
–  Click	  on	  any	  links	  

•  Use	  Encryp-on	  
•  Know	  Terms	  of	  Use/Service	  
•  Securely	  Erase	  Informa-on	  Before	  Disposal	  



Cell Phone Resources 

•  14	  Ways	  to	  Find	  a	  Stolen	  or	  Lost	  iPhone:	  
hbp://ipod.about.com/od/iphonetroubleshoo-ng/tp/14-‐Ways-‐To-‐Find-‐

A-‐Lost-‐Or-‐Stolen-‐Iphone.htm	  

•  How	  to	  Dispose	  Your	  Mobile	  Device	  Securely:	  
hbp://www.consumer.Pc.gov/ar-cles/0200-‐disposing-‐your-‐mobile-‐

device	  
•  Cyber	  Threats	  to	  Mobile	  Phones:	  

hbp://www.us-‐cert.gov/reading_room/
cyber_threats_to_mobile_phones.pdf	  

•  Android	  Tool:	  
hbp://www.sophos.com/androidsecurity	  

•  Secure	  Your	  Smartphone:	  
hbp://www.microsoP.com/security/online-‐privacy/mobile-‐phone-‐

safety.aspx	  



Human Impact 

•  Phishing	  &	  Spear	  Phishing	  	  
•  Lack	  of	  Awareness	  &	  Understanding	  
•  Mistakes	  
•  Insider	  Threat	  
•  Security	  is	  only	  as	  strong	  as	  the	  
weakest	  link	  



Attacks by Nation States 



http://www.cnbc.com/id/102319817 





Cyber Security is National Concern 

•  Department	  of	  Homeland	  Security	  (DHS)	  
–  hbp://www.dhs.gov/topic/cybersecurity	  
–  hbp://stopthinkconnect.org/	  

•  Mul--‐State	  Informa-on	  Sharing	  &	  Analysis	  
Center	  (MS-‐ISAC)	  
hbp://msisac.cisecurity.org/	  

•  United	  States	  Computer	  Emergency	  Readiness	  
Team	  (US-‐CERT)	  
hbp://www.us-‐cert.gov/cas/-ps/	  



Why? 

•  Technology	  is	  deeply	  
embedded	  into	  Cri-cal	  
Infrastructures	  

•  Technology	  touches	  every	  
facet	  of	  our	  lives	  

•  Vulnerable	  
–  Losing	  access	  to	  services	  
–  Losing	  personal	  data	  
–  Financial	  losses	  



Magnitude of Attacks 
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Attacks by Cyber Criminals 











Identity Theft & 
Financial Fraud 

•  Use	  stolen	  personal	  informa-on	  to	  open	  
credit	  accounts	  or	  loans	  in	  the	  vic-ms’	  
name	  

•  Steal	  financial	  informa-on	  &	  money	  	  



http://threatpost.com/cryptowalls-haul-1m-in-six-months/107978 



http://preview.tinyurl.com/DarkReading-ROI 



TRENDS 



Primary Attack 
Motivations 

•  Cyber	  Crime	  
•  Cyber	  Espionage	  
•  Cyber	  Warfare	  
•  Hack-vism	  
•  Script	  Kiddies	  



Primary Attack 
Modalities 

•  Malware	  
–  Viruses	  &	  Worms,	  Trojans,	  Keystroke	  Loggers,	  Botnets,	  etc.	  

•  Phishing	  
•  Distributed	  Denial	  of	  Service	  (DDoS)	  
•  Web	  Defacement	  
•  Brute	  Force	  Abacks	  &	  Account	  Hijacking	  
•  SQL	  injec-on	  
•  Vulnerability	  exploits	  including	  zero-‐day	  exploits	  



UH State of Security 

•  Many	  “security	  incidents”	  
•  Many	  compromised	  systems;	  possible	  
“pivot	  abacks”	  

•  Unable	  to	  secure	  en-re	  network	  
•  Unable	  to	  restrict	  devices	  



PHISHING STATS 



Phishing Trends 

•  Previously,	  UH	  heavily	  targeted	  at	  the	  start	  of	  
each	  semester	  

•  Fall	  2014:	  	  83	  unique	  phishing	  campaigns	  in	  
August	  and	  September	  

•  Aug-‐Sept	  2014:	  	  178	  compromised	  accounts	  
•  Total	  2014:	  180	  unique	  phishing	  campaigns	  
•  Total	  2014:	  	  325	  compromised	  accounts	  
•  Jan-‐May	  2015:	  304	  unique	  phishing	  campaigns	  
•  Jan-‐May	  2015:	  	  1051	  compromised	  accounts	  



Phisher’s Method of Operation 



www.hawaii.edu/infosec/ncsam 



ATTACK METRICS 



Attacks Per Day 



Oct-Nov. 2014: 30 days - Top 10 Threats  

2.4M 

800K 

3.2M 

1.6M 

SIPvicious 
DNS botnet 
DNS botnet 



NOTABLE  
SECURITY INCIDENTS 



Chronological List 

•  Apr	  2014	  –	  Web	  server	  compromised	  and	  
backdoor	  installed	  on	  server;	  iden-fied	  as	  
APT	  

•  May	  2014	  –	  Heartbleed	  exploit	  could	  have	  
resulted	  in	  compromises;	  38	  hosts	  iden-fied	  
as	  vulnerable	  (NMAP	  scan)	  

•  Jun	  2014	  –	  13	  web	  servers	  compromised	  via	  
SQL	  injec-on	  

•  Jun	  2014	  –	  Web	  server	  compromised	  with	  
numerous	  backdoors	  



July-Aug 

• Jul	  2014	  –	  Video	  server	  compromised	  
twice	  in	  less	  than	  a	  month	  	  

• Jul	  2014	  –	  Perl	  script	  contained	  0-‐day	  
vuln	  could	  have	  resulted	  in	  
compromises	  

• Aug	  2014	  –	  Server	  infec-on	  with	  
backdoor	  



September-October 

• Sep	  2014	  –	  Backup	  server	  contained	  
passwords	  for	  servers/database	  	  

• Sep	  2014	  –	  Web	  server	  compromised	  with	  
numerous	  backdoors	  

• Oct	  2014	  –	  3	  compromised	  web	  servers;	  
exploited	  via	  Drupal	  7	  vulnerability	  



Ongoing Attacks & 
Threats 

•  Ransomware:	  	  7	  known	  infec-ons;	  
Koler	  ransomware	  via	  SMS	  on	  Android	  
phones	  

•  Printer	  spam;	  compromised	  printers	  
•  NullCrew	  targe-ng	  universi-es	  
•  Brute-‐Force	  logins	  
•  SSH	  abacks	  
•  Phishing	  &	  compromised	  accounts	  



Alerts 

•  REN-‐ISAC	  (Research	  &	  Educa-on	  Network	  
Informa-on	  Sharing	  &	  Analysis	  Center)	  

•  MS-‐ISAC	  (Mul--‐State	  ISAC)	  
•  US-‐CERT	  
•  Other	  vebed	  sources	  
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Recent Vulnerabilities 



Time to Remediate 

•  Average:	  5	  days	  between	  patch	  
announcement	  and	  release	  of	  
exploit;	  

•  And	  Δ	  is	  decreasing	  
•  Drupal7	  vuln:	  	  only	  7	  hours	  



Largest Potential for 
Compromise 

•  Web	  Servers	  
–  “anyone”	  can	  do	  it…..	  
–  “everyone”	  wants	  one…..	  
–  Unmanaged	  and	  not	  maintained	  
–  Poor/insecure	  coding	  prac-ces	  
–  Forgoben	  applica-ons/plug-‐ins/data/databases	  
–  Content	  Management	  Systems	  not	  patched/
maintained	  (WordPress,	  Drupal,	  Joomla,	  etc.)	  

–  Plug-‐ins	  not	  patched/maintained	  



US-CERT Enterprise 
Recommended Mitigations 

•  Applica(on	  directory	  whitelis(ng	  –	  helps	  prevent	  
malicious	  soPware	  and	  unapproved	  programs	  from	  
running	  

•  Patch	  applica(ons	  –	  e.g.,	  Java,	  PDF	  viewers,	  Flash,	  
web	  browsers,	  MicrosoP	  Office	  

•  Patch	  opera(ng	  system	  vulnerabili(es	  	  
•  Restrict	  administra(ve	  privileges	  –	  based	  on	  user	  

roles	  &	  responsibili-es	  
•  Network	  segmenta(on	  and	  segrega(on	  into	  

security	  zones	  –	  helps	  protect	  sensi-ve	  informa-on	  
&	  cri-cal	  services	  



Top 10 Personal Safe 
Computing Habits  

•  Recognize	  that	  YOU	  are	  a	  target;	  know	  
the	  threats	  

•  Apply	  opera-ng	  system	  and	  applica-on	  
updates	  frequently	  and	  regularly	  

•  Install	  and	  update	  protec-ve	  soPware	  
such	  as	  an--‐virus	  soPware	  

•  Prac-ce	  good	  password	  management	  
•  Never	  leave	  your	  devices	  unabended	  and	  
control	  access	  to	  your	  machines	  



5 more… 

•  Use	  email	  &	  the	  Internet	  safely;	  be	  careful	  
when	  clicking	  on	  abachments	  or	  links	  in	  
email	  

•  Use	  a	  secure	  network	  for	  sensi-ve	  
transac-ons	  

•  Back	  up	  your	  data	  regularly	  and	  protect	  
sensi-ve	  informa-on	  

•  Monitor	  your	  accounts	  for	  suspicious	  
ac-vity	  

•  Be	  careful	  what	  you	  share	  on	  social	  media	  



Protecting Sensitive 
Institutional Assets 

•  Risk-‐based	  Approach	  
–  IDENTIFY	  cri-cal	  assets	  

•  Top	  Concerns:	  	  	  
–  BREACHES	  
–  COMPLIANCE	  

•  Use/Handling	  of	  Sensi-ve	  data	  
•  Vulnerable	  Servers/Services	  	  
•  End	  User	  Awareness	  &	  Educa-on	  



UH Information Security 
Program 

•  www.hawaii.edu/infosec	  
•  Data	  Governance	  and	  Oversight	  
•  Informa-on	  Security	  Audits	  &	  Risk	  
Assessments	  

•  Informa-on	  Security	  Policies	  &	  Procedures	  
•  Iden-ty	  Management	  &	  Access	  Controls	  
•  Informa-on	  Security	  Training	  and	  
Awareness	  



Data Governance @ UH 

•  Framework	  to	  effec-vely	  manage	  data	  
•  Be	  able	  to	  understand	  how	  Sensi-ve	  Data	  
is	  used	  

•  Be	  able	  to	  protect	  Sensi-ve	  Data	  
•  Eliminate	  unnecessary	  use	  &	  repositories	  
of	  Sensi-ve	  Data	  

•  Establish	  Data	  Classifica-on	  Categories	  
•  www.hawaii.edu/uhdatagov	  



Data Classification 
Categories 

•  Public:	  	  Access	  is	  not	  restricted	  and	  is	  subject	  
to	  open	  records	  requests	  

•  Restricted:	  	  Used	  for	  internal	  UH	  business	  only	  	  
•  Sensi-ve:	  Data	  has	  privacy	  considera-ons	  or	  
has	  been	  classified	  as	  confiden-al	  and	  subject	  
to	  protec-on	  from	  public	  access	  	  

•  Regulated:	  inadvertent	  disclosure	  or	  
inappropriate	  access	  requires	  a	  breach	  
no-fica-on	  in	  accordance	  with	  Hawai‘i	  Revised	  
Statutes	  §487N	  or	  is	  subject	  to	  financial	  fines.	  



Audits & Risk 
Assessments 

•  Internal	  Audit	  –	  Survey	  of	  High	  Risk	  
Areas:	  
–  Financial	  Aid	  
–  HIPAA	  (Health	  Insurance	  Portability	  &	  
Accountability	  Act)	  

•  Server	  &	  PII	  Risk	  &	  Accountability	  



Server & PII 
Registrations 

•  Servers	  &	  Repositories	  of	  sensi-ve	  
informa-on	  must	  be	  updated	  annually	  	  

•  Process	  begins	  in	  September	  
•  Currently,	  two	  separate	  processes	  
•  Servers	  must	  be	  scanned	  for	  
vulnerabili-es	  and	  PII	  

•  All	  repositories	  (paper	  &	  electronic)	  of	  
sensi-ve	  informa-on	  must	  be	  reported	  



Server Stats 

•  2014	  Registered	  Servers:	  	  832	  
•  2014	  Unregistered	  Servers:	  	  1640	  
•  Data	  Security	  Leadership	  Council	  Rep	  (or	  
designee)	  must	  vet	  existence	  of	  server	  

•  Total	  Printers:	  	  1821	  
•  (external	  reports	  of	  hacked	  printers)	  
•  Will	  start	  blocking	  unregistered	  servers	  



2015: Server & PII 
Reports 

•  Will	  be	  sent	  out	  first	  week	  of	  August	  
•  Comple-on	  date	  is	  end	  of	  September	  
•  Please	  start	  upda-ng	  before	  no-fica-on	  
are	  sent	  out	  

•  If	  update	  not	  completed,	  server	  will	  be	  
taken	  off	  the	  network	  



Policies & Procedures 

•  www.hawaii.edu/infosec/policies.html	  
•  Upda-ng	  E2.210,	  E2.214	  
•  New	  Policies:	  	  HIPAA,	  PCI	  
•  Mandatory	  Informa-on	  Security	  
Awareness	  Training	  

•  www.hawaii.edu/its/acer	  



IAM & Awareness 

•  Centralize	  authen-ca-on	  using	  ITS-‐
supported	  CAS	  

•  Prototyping	  use	  of	  DUO	  (mul--‐factor)	  
•  Focused	  training	  

–  By	  func-onal	  groups/roles	  
–  Phishing!!	  	  
–  hbp://www.hawaii.edu/infosec/phishing/	  



Current & Near Future 

•  No-fying	  units	  about	  reported	  
compromised	  systems	  

•  ITS	  will	  be	  more	  proac-ve	  and	  begin	  
blocking	  compromised	  systems	  

•  Implemen-ng	  mul--‐factor	  
authen-ca-on	  



	  
	  

Jodi Ito  •  UH Information Security Officer 
jodi@hawaii.edu  •  (808) 956-2400 


