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Security Incident Response
and Current Threats at UH
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What is a security incident?

* A severe violation of UH security policy

* A server is compromised

* Numerous computers are infected with a network worm

* Denial of Service attack with the potential to impact services

* Loss or theft of a device/electronic media/paper that contains
sensitive or regulated information
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What to do when you experience an incident

* Notify the UH InfoSec Team when a security event is detected
* http://www.hawaii.edu/infosec/notification/

. Ass(ejss the situation as quickly as possible and determine if it is an actual
incident

* Are there signs of compromise (e.g. suspicious file/process, logs show possible
intrusion)?

* Is there “sensitive data or regulated data” stored on the target?
* What other data/systems did the target have access to (e.g. file shares, databases)?

* Determine its priority
* What type of security event is it?
 What is the scope of the event?
* What is the impact of the event?
* What are the details of the attack?
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What to do when you experience an incident

e Contain the incident to prevent and stop further compromise, data
exfiltration, and additional attacks

* Collect evidence (e.g. RAM, hard drive image, system and network
logs, packet captures, etc)

* |dentify the point of entry and root cause of the incident
* Rebuild or restore from backup
* Provide frequent status reports to the UH InfoSec team
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Incident Response Phases
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Recent Security Incidents around
UH
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Compromised Laptop with unencrypted Pl
Phase 2: Detect

* Department identified a suspicious machine with their firewall report
function
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Compromised Laptop with unencrypted Pl
Phase 2: Analyze

* Departmental IT Scanned machine with various products:

 Spirion: 100,000 records of PII
* Malwarebytes: Two Trojans and a Rootkit

* Departmental IT found computer was five months out of date
* Promptly updated the machine

* Departmental IT found computer did not have latest McAfee patches
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Compromised Laptop with unencrypted Pl

Phase 2: Notify

* The IT staff notified their boss

* Boss notified the UH Information Security Team

* Prioritized as SEVERE due to the sensitive information on the machine
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Compromised Laptop with unencrypted Pl
Phase 3: Collect

* InfoSec requested the laptop to collect a forensic image of the
machine

* Evidence was already tampered with since IT staff performed various
scans
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Compromised Laptop with unencrypted Pl

Phase 3: Eradicate
* InfoSec performed forensic analysis despite tampered evidence
* Determined that User downloaded a malicious “Firefox Update”

* The newly updated “Firefox” ran click-fraud malware in the
background

* Unlikely that the malware interacted with the PIl or exfiltrated data
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Compromised Laptop with unencrypted Pl

Phase 4: Report

e 134 files with approx. 100,000 SSNs (all unencrypted)

e User inadvertently downloaded a malicious “Firefox update”

* “Firefox Update” ran click-fraud malware in the background

* Forensics analysis was performed

* Unlikely that the malware interacted with the Pll or exfiltrated data
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Compromised Laptop with unencrypted Pl

Phase 4: Recommendations (and Lessons Learned)
* |dentify your users that access or store sensitive / regulated data

* Ensure that these users have the tools to keep the data safe
(encryption)

* Ensure systems are functioning as intended
e Automatic Updates are running, and properly updating machine and software

* Monitor your Firewall, and follow up on all suspicious activity
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Large Scale Network Compromise

* A malicious email was sent from a research director’s account to
other University research directors

* Discovered an Advanced Persistent Threat that compromised two
units

e Attackers came in by attacking low hanging fruit
* Exposed Windows XP and Windows Server 2003 Machines

» Attackers did a full domain compromise that required a full rebuild of
business critical servers and information systems

e Exfiltrated sensitive data from the units
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HAWAII NEWS

2,400 were exposed to phishing
scheme, UH tells lawmakers

By Tyne Phillips tphillips@staradvertiser.com
Posted January 25, 2018
January 25, 2018

Updated January 25, 2018 1:03am

NOTE: some items In article are inaccurate

http://www.staradvertiser.com/2018/01/25/hawaii-news/2400-
were-exposed-to-phishing-scheme-uh-tells-lawmakers/
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Web Server Compromise

 Server identified from the Large Scale Network Compromise

* Was found to have a PHP tunnel script that gave attackers a proxy into
the UH network

* PHP tunnel script filled up the web server logs
* |T Administrator deleted logs since the server was running out of space

e Attackers used the server as a command and control to attack other
targets

 Attackers cleaned up after themselves once discovered
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Malicious attachment leads to full network
compromise
e User that processes invoices opened a malicious attachment
e Attachment contained Banker Trojan that had a worm component
* Used stolen credentials and SMB to infect other machines on network

* Required full network rebuild to eradicate the infection

* All users had to change passwords and monitor their personal email
and bank accounts

 Users falling for a phish essential bypass any border protection that
you may have
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CMS compromise affects multiple vhosts

* A vulnerable PHP application allowed attackers to upload a web shell
onto server

* Web shell was used to deface multiple sites
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CMS Vulnerability Exploited to compromise
servers

* Drupal Security Team released CVE-2018-7602 on 4/25/18

* Attackers developed exploit code within two days

* Code was wormable — A compromised host then attacked other
vulnerable Drupal site

» Attackers place web shells and cryptocurrency mining
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Direct Deposit Information Changed

e User’s email account was compromised
* Attacker submitted a direct deposit bank account change

* Monitored the email account for the confirmation, subsequently
deleted the email

* Victim didn’t notice until months later that they were not receiving
any money
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Security Trends

 Attackers use Social Engineering / Phishing to gain access to networks

» Attackers go for the low hanging fruit
* Open remote ports
e Unpatched / out of date systems

e Attackers are quick to exploit vulnerabilities as they are released

» Attackers use UH services to carry out attacks
 UH Link Shortner
* UH VPN

e Attackers usually want to mine cryptocurrency or financial gain
» Targeted attacks usually want research data or other intellectual property
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What do you do when InfoSec
knocks on your door
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When will we knock?

* We detect suspicious activity occurring on your network
* An external organization reports suspicious activity
A violation of security policy occurs



|T All-Campus Abuse Message [AbuselD:4ECD07:20]: NetscaninLevel: Netscan detected from 132_
Workshop

2018 network-abuse@hetzner.com via lists_hawaii edu
to netcontact [

Dear Sir or Madam,
We have evidence that a network scan (or network attack) was carried out on a server belonging to a client of ours, from an IP address under your responsibility.

Please take all necessary actions to avoid this in the future and to resolve the current issue.
Furthermore we request a short statement, with information on the cause of the issue, as well as your response.

Please use the following link for the statement: hitp://abuse hetzner de/statements/?token=8ad1726cd344dbaae (496 1{231126e

Motes:
You should get this information only a few minutes after the incident.
All timestamps are in Central European Time (Berlin).

Important note:

When replying to us, please leave the abuse ID [AbuselD-4ECDOT-20] unchanged in the subject line.
Please note that we do not provide telephone support in our department.

If you have any questions, please send them to us by responding to this email.

Kind regards
Metwork department

Hetzner Online GmbH
Industriestr. 25

91710 Gunzenhausen { Germany
Tel: +45 9831 A06-0

Fax: +49 9831 505-3
abuse@hetzner.com

www hetzner com

Register Court: Registergericht Ansbach, HRB 6089
CEQ: Martin Hetzner

On 08 May 15:09, root@manitoring2.rz1_hetzner de wrote:

= # Metscan detected from host 132.160.54.187 #
> time protocol src_ip src_port dest_ip dest_port
>

= Tue May & 18:08:26 2018 TCP 132 58015 =+ T8 3389
> Tue May 8 18:08:26 2018 TCP 132 RBO1T => T8 3389
= Tue May 8 18:08:26 2018 TCP 132 58018 == 78 3389
= Tue May 8 18:08:26 2018 TCP 132 58027 == T8 3389
= Tue May 8 18:08:26 2018 TCP 132 58032 == 78 3389

= Tue May 8 18:08:26 2018 TCP 132 58031 ==

R A M AL MmO S A TN A T e

3389

e

73



ITAII—Campus

Workshop

A 2018
Example

* Find the offending IP in your network

* Determine what is being hosted/stored on that machine
* Sensitive or Regulated Information?
* Normal User Desktop?

* Remediate
* Notify us on remediation/actions taken
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Frequently Asked Questions

So what am | suppose to look for?

Can | just wipe the machine and give it back to the user?
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Team Effort

* We're in this together
* Please use us as a resource

* Remember: infosec@hawaii.edu | www.hawaii.edu/infosec/
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Proper Incident Handling

* Determine the type of data on the compromised system

* If the system contains sensitive or regulated information
e STOP, contact InfoSec immediately before doing ANYTHING

* Have the basic information on what happened, and what you suspect happened
* http://www.hawaii.edu/infosec/notification/

e Contain the incident to prevent and stop further compromise, data
exfiltration, and additional attacks
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Proper Incident Handling

* Collect evidence (e.g. RAM, hard drive image, system and network
logs, packet captures, etc)

* |dentify the point of entry and root cause of the incident
e Rebuild or restore from backup
* Provide frequent status reports to the UH InfoSec team
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Recommendations
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Perimeter

Defense in Depth

Application




IT All-Campus
Workshop
2018

zinzgzsnzrator.nat



IT All-Campus
Workshop
2018

Know your network, business critical
applications

* Keep good inventory of your workstations and where they are located

* Know where all of your web servers are (and register them)

* |dentify business critical applications / web sites your users use
* Ensure your restricting access to sensitive and regulated data
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Audit your web applications

* Ensure that the application is keeping appropriate logs
* Audit the code regularly for insecure code

* Keep the libraries up to date
* And audit those too
» Keep track of their vulnerabilities too
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Multi-Factor Authentication

 Sign up and use Mutli-Factor authentication
 Set your applications that have sensitive or regulated information



All-Campus

~“ IFYOU SEE
SOMETHING,

SAY
SOMETHING.

infosec@hawaii.edu| www.hawaii.edu/infosec/
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Incident Response Training

* InfoSec has various trainings available
* Please contact me if you’re interested

In person training at the Information Technology Center, Week of Aug 6
Tuesday August 7, 9:00 AM —11:00 AM
Wednesday August 8, 1:00 PM — 3:00 PM
Sign Up: http://go.hawaii.edu/y4f

Please sign (now) or by July 31, 2018


http://go.hawaii.edu/y4f
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Security Program Updates
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What’s new

* New Institutional Data Governance Policy (EP2.215)

* New Data Classification Categories and Information Security
Guidelines (EP2.214)

* New OpenVAS scanner and web site
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UH Data Related Policies and Procedures

Executive Policies Administrative Procedures

. . o Release of Bio Electronic
ntwtionaloata W unoceoe W oo @ i, Wl Seeoen
Governance el ST Employers University Websites (TED)

EP2.215 EP2.216 AP7.021 AP8.711

FERPA UIPA Provisions Open Records

Use and Management of AP7.022 AP9.025 Regggsts
Information Technology HIPAA (TBD)

Resources EP2.217
EP2.210

Mandatory Training &
Continuing Education Data Breaches

Requirements (coming soon)

System and Campus Wide Online Approvals of AP2.215

Electronlc_Cha.nneIs. e Internal University
Communicating with T . Records
Students ransactions

Specialized :
EP2.213 EP2.218 : Retention
Purchasing Schedule

AFEZ0E (in progress)

Data Classification Policy on Contracts and _ N
Categories & Info Security Signing Authority Credit Card ata sharing

Guidelines EP2.214 Program Request Process
SRE200 AP8.710 (in progress)
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EP2.214, Data Classification Categories

Public

Restricted

Sensitive

Regulated

Access is not restricted and is subject to open

records requests

Used for UH business only; will not be
distributed to external parties; released

externally only under the terms of a written

MOA or contract
Data subject to privacy considerations

Inadvertent disclosure or inappropriate access

requires a breach notification by law or is
subject to financial fines

Student directory information,
empl oyeeds Dbusiness:¢

Student contact information, UH ID
number

Date of birth, job applicant records,
salary/payroll information, most student
Information

FN or first initial/LN in combination with
SSN, driver license number, or bank
information; credit card, HIPAA, or
financial aid information
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Student Data

* Name

* Major field of study

* (Class (i.e., freshman,
sophomore, etc.)

Employee Data

* Name

* Job title, description

* Business address, phone

number

* Education and training
background

* Previous work
experience

* Dates of first and last
employment

* Position number, type of
appointment, service
computation date,
occupational group or
class code, bargaining
unit code

Student Data
*  UH email
address/username

* Address (street name
and number)

* Personal phone number

* UH ID card photographs
for University use

Student and Employee Data

* UH ID number

* Banner PIDM

e (ODS PIDM

Student Data

* Gender

* Ethnicity

* Grades

* Courses taken
* GPA

Employee Data

* Address (street name
and number)

* Personal phone number

Student and Employee Data

* Date of birth

* Non-UH email address

* Job applicant records
(names, transcripts, etc.)

* Salary and payroll
information

Examples of Data / Information by Category

FN and first initial and LN

with the following:

* Social Security Number

* Driver's license

* Hawai‘i ID card number

* Financial account
(checking, savings,
brokerage, CD, etc.),
credit card, or debit card
numbers

Business/Financial Data

 Payment Card Industry
Data Security Standard
(PCI-DSS) information

Protected Health

Information (PHI)

e Health status

e Healthcare treatment

* Healthcare payment

Financial Aid Data

 FAFSA data
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B University of Hawaii - Calend

c @

(@ www.hawaii.edu/infosec/techguidelines/#to

Awareness
Resources

SEAR the Phish
Mobile Device Security
Data Privacy Day

Mational Cyber Security
Awareness Month

Security
Resources

University Security
Resources

Security Tips

External Resources

Contact

Frequently Asked
Questions

Contact Us

™ My Drive - Google Drive

Classification:

Sensitive

@ Event Registration

Public

Restricted

D UHPPIS- EP 2214

Sensitive

Regulated

m Information Security@Univers: X

{Unless alternate approved security requrements/plans are filed with the UH Information Security Team)

Device
Registration
Physical
Security*

Logical
Access
Control®
Anti-Virus
Firewall

File Storage
Security”

File
Transmission
Security”
Security
Patches
Secure
Configuration™

Vulnerability
Scanning

Vulnerability
Remediation

Secure
Remote
Access™

Logging

Single
Purpose Use

Desktop/Workstation | Laptop/Notebook

Required

Required

Required

Required
Required

Required

nfa

Required

Recommended

Recommended

Recommended

Required

Recommended

Recommended

Required

Required

Required

Required
Required

Required

n/a

Required

Recommended

Recommended

Recommended

Required

Recommended

Recommended

Handheld

Devices*®

Required

Required

Required

Required
Required

Required

n/a

Required

Recommended

n/a

n/a

Required

n/a

Recommended

External
Storage
Drives*
Required
Required

Required

n/a
n/a

Required

n/a

Required

n/a

n/a

n/a

n/a

nia

Recommended | Recommended | Recommended

Required

Required

Required

Required
Required

Required

n/a

Required

Required

Required
(quarterly)

Required
Required
(via UH VPN)
Required

{ext fcomb.
format)

Required

Required
(check
contract)

Required
Required
Required

Required

n/a

Required

Required

Required
(check
contract)
Required
(check
contract)

Required

Required
(ext /comb.
format)

http://www.hawaii.edu/infosec/techguidelines/
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Information Survey and Server Registration

* It’s that time to start updating your information survey and server
registration
* Information Survey: www.hawaii.edu/its/information/survey
 Server Registration: www.hawaii.edu/its/server/registration
* Due date: September 14, 2018

* Web Sites will be updated with the new data classifications for the
2019 cycle



MY LH  GOOGLE@UH
INFORMATION
TECHNOLOGY
SERVICES

Home

Scan this computer
Submit Batch Scan
View results

Request Access

Logout [mgquemado]

https://openvas.hawaii.edu

HELP DESK SERVICES INFORMATION SECURITY ALERTS ABOUT

OpenVAS Scanner

University of Hawail Information Technology Services hosts a public vulnerability scanner that can be used to scan any computer
in the University of Hawail system. Locating vunlerbilities on your information systems can alert you to any potential threats, so
you can prevent unauthonzed access and data breaches.

Server Registration

Registered servers on the UH network are required to be scanned for vulnerabilities at least once a year to be considered in
compliance. Visit the Server Registration website at https://www_hawaii edu/its/server/registration

Self Scan

To scan the device you are currently on, click the scan this computer button. You can check the progress and results of your
scan by clicking the view results button.

Batch Scan

To scan multiple devices at once, click on the Submit Batch Scan button. For this, you will need to request authorization to scan
the |P addresses of your devices. To do so, click on the Request Access button.

Flease contact infosec@hawaii.edu for any issues encountered.
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Thank you

University of Hawaii Information Security Team
infosec@hawaii.edu
http://www.hawaii.edu/infosec/

Incident Response Training
Tuesday August 7, 9:00 AM —11:00 AM
Wednesday August 8, 1:00 PM — 3:00 PM
Sign Up: http://go.hawaii.edu/y4f



http://go.hawaii.edu/y4f

