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Introduction

This document explains the importance of securely deleting electronic information, using the tools Eraser
and DBAN. Eraser is an application that can be used to ensure the files that you “delete” are actually
destroyed. DBAN is a one-time use tool to ensure your hard drive is wiped clean before you dispose of it.

Although ITS recommends securely erasing/deleting sensitive information and has tested the software
(Eraser version 5.8 on Windows XP and DBAN version 1.0.7), you are advised to use them with caution
and at your own discretion as ITS will not be liable for any damage caused by the use of Erase or DBAN.
You should backup your files before using this software, as well as be sure that the files being erased
should be permanently removed.

This is not software that is supported on-site by ITS, but this document was written as an aide for those
that require secure deletion.

Why Should I Securely Erase?

When you delete a file or folder using the “Recycle Bin” or “Trash” on your computer, the file is not
actually deleted from the hard drive. Using the “Recycle Bin” or “Trash” is just like using a trashcan at
your house. Someone can pick up the piece of paper out of the trash and retrieve your confidential
information. A program that securely erases a file is analogous to paper shredder so that the information is
destroyed. Until you write over the area on the hard drive where the file is located, it can be easily
retrieved with an undelete utility.

There are many reasons people would use a program like Eraser, one of the most common would be the
user of a laptop that travels often and has an increased chance of the laptop being stolen. You would use
DBAN if you want to give your computer away, dispose of, or donate it. There are links to both of the
software downloads in the sections below.



Who Should Securely Erase Hard Drives?

Any individual that doesn’t want their data to be viewed by someone else should securely erase their hard
drives before disposing of or giving their computer to another person or department. This procedure is
especially important for those who maintain and store sensitive information on their hard drives (e.g.
social security numbers, dates of birth, credit card numbers).

Methods of Securely Erasing Files

There are different ways of ensuring that your data cannot be recovered from a hard drive. The ways
range from various types of software to physically destroying the drive. There are also ways that you can
securely erase information off of other devices such as PDA’s or cell phones. More information on these
can be found at http://www.wirelessrecycling.com/home/data_eraser/default.asp.

This document will focus on using the software tool Eraser to routinely erase (or shred) your files, and the
software tool DBAN for when you want to erase everything on a hard drive.

Things to know before you securely erase

The most important thing to realize is that once you erase your files, they are gone. There is nothing that
ITS can do to help you retrieve your document or folder. If you are giving away your computer and
want to keep your files, you should back up the files to another location before you begin and verify that
this backup works. You may also want to create a file that you don’t need to save, to practice erasing it
before you erase one of your actual documents.

Applications to erase files and folders

There are many different applications that you can install to securely erase your files and folders in
Windows. Some of them are freeware, and others you can purchase for a fee. This document covers the
application Eraser that can be downloaded for free at http://www.heidi.ie/eraser/download.php. The
current version of the application, Eraser 5.82, works on Windows 95, 98, ME, NT 4.0, 2000 and XP. It is
not currently supported for Windows Vista.

Shredding files and folders with Eraser

Installing Eraser

Download the installer from http://www.heidi.ie/eraser/download.php.

Locate and double-click on the installer to begin installation.

Follow the on-screen instructions.

Once you reach the last screen that asks you if you want to restart your computer, you will need
to close all open programs and restart the computer for the software to work properly.
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Using Eraser

After your computer is rebooted, you will have a new menu option when you right-click on a file or

folder. The image below shows that now you have options to Erase or Erase Secure Move your

documents.

Open
Edit
Mew
Prink

Erase
Eraser Secure Move

Scan for Viruses, .,
Open With

Send To

Cuk
Copy

Zreate Shorkcut
Delete
Rename

Properties

When you choose to Erase a file or folder using this menu, you will see a prompt similar to the one
below asking you to confirm your decision. Clicking the Yes button will erase the file, making it

unrecoverable.

.ﬁnnfirm Erasing

O ptions. .. |

Are you sure vou want to erase
‘A ADeanna Pasternak\DeskiophT est Doc. txt™?

Yes

Ma

How to Securely Delete Electronic Information in Windows WIN1038

Page 3



You will also notice an Options button on this screen. If you click this button it will open up the

following screen.

Files ] Unused Disk Space

Eraze with
| # | Desciption
Gutrmann
1JS Dol 5220224 [8-306. A E.
115 Dol 5220224 [8-306. / E]
Fzeudorandom D ata
Only firgt and last 2KB

O ) R |

Selected: Gutmann [35 passes)

Owernwurite
¥ Cluster Tip Area
¥ Eile Mames [File Mame

v Alemate Data Streams

| Passes
35
7

Hew
- dit

CandE]

3
1
1

0k Cancel

When you securely erase a file or folder, Eraser overwrites your file with random data. The more

overwrite passes, the more securely
the longer it will take. Passing over

your data is deleted. However, the more times you write over an area,
an area three times, which is the US DoD 5220.22-M (8-306. /E)

standard, should be sufficient for deleting confidential information. The default is the Gutmann erase,
which uses 35 passes, making it take a considerable amount of time.

Once you decide how many times you wish to overwrite the file or folder and select Yes to delete the file,
the file or folder is now gone; it does not go to the “Recycle Bin.”
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Clicking on Erase Secure Move will move your file to a new location on your hard drive and securely
erase the source location. When you click Erase Secure Move, you will see the following screen, which

will allow you to browse for the location to move the file.

Browse For Folder

Select target Folder

@' Desktop
= iD My Documents
& ) Adobe
|f| My Music
IE My Pickures
# [5) snaglt Catalog
= i My Computer
# %3 My Network Places v

Falder: : [y Dacuments |

[Make Mews Faolder ] [ QK ] [ Cancel ]

Once you choose the location and click OK, you will then get the following box to confirm the move.

Confirm Secure Move

Are pou sure you wank to move 'C:h L ADesktopMew Bitmap Image. bmp!
to 'C:A\Documents and Settingsi\Deanna Pazternak My Documents'?

O ptions. .. Yes ‘ | Mo |

Clicking Yes here will move the file to the chosen location, and the source location will be erased. This
would be most useful when moving data to another hard disk or to external media.
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If you want to securely empty items that are already in your “Recycle Bin,” you can right click on it to
reveal the Erase Recycle Bin option. Once it is done erasing you will see a status window similar to the
one below, verifying the erase is complete.

Erasing Report @

Tazk completed.

Information;
Statiztics:
Erazed area = B20kE
Cluster tips = 144 bytes
[rata written = 18200 kB
Wirite time = 1606 &
Wwirite speed = 1133 kB/=
Failures:
# ] [bem

Save Az I Cloze |
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Other options in Eraser

Erase has a number of other options. If you go to Start > Programs > Eraser and open the Eraser program
you will see the following screen:

M Eraser [On-Demand]
File Edit Task W¥iew Help

EEELIFFEES

[ mame | Size | Twpe | Modified | Attributes |

Eraser

Explorer

Far Help, press Fi 10 Items JJ

This screen gives you the ability to securely erase all the free space on your hard drive, and also to
schedule the program to automatically erase the free space or certain areas on your hard drive.
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To erase the free space on your hard drive, click on File > New Task. You should now see this window.

Task Properties r')'(_|
Diata ] Schedule ]

i+ nuzed space on drive

| o Local Disk (] |

7 Files on folder

When finzhed

|None ﬂ

oK | Cancel | Help J

You can either select the unused space on a specified drive, or specific files and folders (such as your
temp directory). If you choose to erase the unused space on your drive, files will not actually be touched
unless they have previously been deleted. You can also choose to have it do nothing, reboot your
computer, or shut it down when it is complete. Make sure you have the correct drive selected, as you
cannot retrieve anything that is erased from the specified space.

Note: Eraser does not support erasing unused space on network drives.

You will see it cycle through you files; do not be alarmed, your files are not being deleted. Eraser is just
searching the areas around them for empty space.

Erazing: IInuzed dizk zpace

Cluzter Tips...
[term: C:h . SAHPSDigital Imagingsbintenshpgpanos. resources. dll
Pazz;
— 2
Tatal;
| B
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You can also securely erase the free space on your hard drive by right clicking on your C:\ drive in the
“My Computer” window. The process is the same except that the first screen is the one below.

O ptions. .. Yes ] Ma

Once it is finished erasing your free space, you will see an erasing report. Any reported failures that you
see could be a file that is in use or being locked by another program. It is best to close all programs or
files when erasing the free space on your drive.

Erasing Report E|
Tazk completed. Al data could not be erazed.
Information:
Statighics;
Erazed area = 378 ME
Cluster tips = k3415 kB
[rata witten = 373 ME
Wike time: = 467365 ¢
Wiite zpeed = B945 kB /s
Failures:
# Item *
1 Failed: C:ABI071 c058edd0bh04504d37 ad0df0femexmld-KBIZ —
2 Failed: C:\Documents and Settingsall Usershdpplication D ataht
3 Failed: C:\Documents and SettingztAll Uzers'dpplication D atabt
4 Failed: C:A\Documents and Settingsall Usershdpplication D ataht
a] Failed: C:A\Documents and SettingztAll Uzers'dpplication D atab! A
%5 | £
Save bz ‘ Cloze |
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The Schedule tab gives you the ability to schedule your task to happen at a later time.

Ta::k Properties |£|
Datz  Schedule |
Schedule tazk to be proceszed
Evem |Da_l,l Li
At 1zo0 [ PM
] 4 | Cancel | Help |

If you schedule Eraser to run on your C:\ drive every Monday at 12:00PM, your scheduler window would
look similar to the window below:

M Eraser [Scheduler]
File Edit Task Wiew Help

EE=T

Eraser [ Mame | Tvpe | Last Run | Mext Run | & schedule |

=il Local Disk 2/26/2007 12...  Every Monday

E«plorer

Far Help, press F1 1 Task /,’J
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The last feature that Eraser offers is the ability to Erase Verify. If you go to Start > Programs > Eraser >

Eraser Verify you will see this screen.

Eraser: Verify FX|

Ej Thiz program uzes the Erager library to securely ovensrite a file uzing the predefined
zettings. After each ovenarniting pasz, you are shown the contents of the file so pou can
SEEes werify that the operation was successful,

0. Select the ovenwriting method you want to uze.

Edit Erazing Preferences

1. Select the file you want to erase.
| Browze. . |

2. Start ovenwriting by prezsing "Eraze’’.

3. Follow the ovenarniting process,

BT

Cloze

You can select the file you want to erase and choose Erase. After each overwrite pass, you will see a log

of how the file looks after that pass of the shredder. In the example below you can see how the file
structure becomes more unreadable the more times it is written over.

File Before Shred

Eraser: Yerify: File Viewer [Before Erasing]

C:iDocuments and SettingsiDeamna Pasternaki\Desktop)Getting Started with Internet
Explorer 7 DRAFT1. log (138 bytes)

Cluster 0 (4098 bytes, ocffset: 0 bytesz):

0000: :Z05BELSZS  646F7Z50  4E746375  3AcbeDel : %l Product Name:
0o10: 73694420 6CEeCe974  ELDzZ072Z65  (DAODEZSZS : JDistiller J%%.
0020: E0OEBEEZE 3ZAEEETEL  EEEDZ1E0  EEOQAODES o wn[Page:  1]%%. R
0030: S15058BZ5  203A6567 ELZLED3E ESZL0AOQD : wlPage: 2]%%. %%
0040: &76l505E  33Z03AEE  ODZSZEED  EEZEZS0A . [Page:.31%%. %%
0050: &5676150 ESD34F03A OQAODEEES  SOSBESES : Page: 47%%. _wR[P
00e0: Z2RSEe7el  zZEEDZLzZ0  ZEOAODEZE  ElE0LBZIL D oage: . 51w, %R[Pa
0070: :Z03A6EE7 ZEZEEZEEDEE  EEZE0AOD 732614CEE : ge:.6]%%.  wh[Laz
00g0: 7615074 2ZEZ5EDEE 00000AOD  0OO0O0O0O : tPagel®®. ...

End 0Of File at Ox0084.

j j s Move to cluster: 10 Go Cahtinue
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File after one pass of shredder

Eraser: Verify: File Viewer [After Pass 1]

C:yDoouments and Settingsi\Deanmna PasternakiDesktop)Getting Started with Bl
Internet Explorer 7 DRAFT1.log (4036 bytes)

Cluster 0 (4096 bytes, offset: 0 bytes):

0o00: 00000000 Q0000000 00000000 00000000 H S g
0010: 00000000 Q0000000 Q0000000 00000000 S e
0020: 00000000 Q0000000 00000000 00000000 B it tmei e et e i
0030: 00000000 Q0000000 Q0000000 00000000 R T
00dd: 00000000 Q0000000 00000000 00000000 I S e
0050: 00000000 Q0000000 00000000 00000000 S e ossaresve s oy soe
0060 : 0oo0oooo00 00000000 Q0000000 oooooooo
0070: 00000000 Q0000000 00000000 00000000
00g0: 00000000  0QO0O0QOO00 00000000 00000000 2
0090: 00000000 Q0000000 00000000 00000000 e
00R0: 00000000 Q0000000 Q00000000 00000000 T
00BO: ooo0oooo0 00000000 Q0000000 oooooooo0 o R R e e
0oco: 00000000 Q0000000 00000000 00000000 H S g
00po0: 00000000 00000000 Q0000000 00000000 T g
00ED: 00000000 Q0000000 00000000 00000000 B it tmei e et e i
00F0: 00000000 00000000 00000000 00000000 R T
ol00: ooo0oooo0 00000000 Q0000000 oooooooo0 R e P R e et
0110: 00000000 Q0000000 00000000 00000000 S e ossaresve s oy soe
01zo: 0oo0oooo00 00000000 Q0000000 oooooooo i
0130: 00000000 Q0000000 00000000 00000000
0110: 00000000  0QO000QOO0Q 00000000 00000000 2
0150: 00000000 Q0000000 00000000 00000000 e

0160: 00000000 QO0OQOO00 Q00000000 00000000 T

0170: ooo0oooo0 00000000 Q0000000 oooooooo0 o R R e e

0180: 00000000 QO000O00 00000000 00000000 3 N

01%0: 00000000 QO0O0QOOQ Q0000000 00000000 g

01R0: 00000000 Q0000000 00000000 00000000 Btz et Bl

ﬂ A >3 Move to cluster: 10 Go Cantinue

File after two passes of shredder

Eraser: Verify: File Viewer [After Pass 3]

C:yDocuments and SettingsiDeanna PasternakiDesktop)Getting Started with P
Internet Explorer 7 DRAFT1.log (40%& bytes)

Cluster 0 (4098 bytes, cffset: 0 bytesz):
000D: FC15336E 1DEOEZBT 1E2F4ECO5E  E7331DE3
0010: EB6B44AF EDZLASES C70DDEZ BAZZTHBAR
0020: 42Z11EAc  ATCD42232 DOSDEZ11lE2  0729DE23 2

0030: FOO3517C 7TE4F13FF DICGR4ES EZFS4E1EA S 1 3 Gt | R !
0040: BABSFA4F FF334FAE EAOQASFD® E1710DEF H
on50: E4EEZZZE 39449471 DS30E731 E45ECFEF
006D: DS5Z0ER47 733B7FFF  SAFE4F1E  SEZA77EES
0070: OQDTBEZBLE Z1z7A7CA Z1BOZEEER C7C2l206
0080 : 01ZEEEO2 EE&SDS1A O1lEDEARZ ES942336
00%90: 756B414% 00AC1AZ0  S4DBOSEA 18099C32E
O0R0: E42ZZA0E AQ77IF2F A40BEZ2E7  E272002D
00BD: ED1E3BEl E53B3ADS4 FCEBGEE33 E46631CE
00CD: BSAETAZ3 SEEDFESD FOCEBEZFOS CO7335C4
00p0: F9237FEe DILEEETDS 7DESCTDE DZAZ1EAE
O0ED: 1B0OZ4300 S301CESE BS5841300 F3DSD14E A 5
00FD: 73Ce936E EEDELFVI} FS0ES8FF4 GEE88AE3SA BRE R - SRR
ol00: ECCEED1D OE53AE1F1l &7E4EECE EEBALFRE7T 3
0110: EO0FEZSFS  730BOADS OBOSFED1  O1FACLEZ
0120: ZBZLED20 clELEBES 322ELD4FF  2EZ0A00E
0130: £1E55F134 DeEE3DS0 EOACE47E5 SAREQZ411
0140: CFECO21a C4AFSBED FZEF0594% EF1EBEF4CE
0150: S2FCO2E2 ZeFFe242 PBC4E4EES CE4322100
0160: B2BF43BEZS &44F030F ESOFSCEC1 FES1GAGF
0170: DE9ET7E7S  AICIFFE4 ESO00B11ES  A134403F
0180: SCEZFFZFF &EBC3273%1 7CEDE1RAE T7FC3DDZE
019%0: EZDETS73 O0E8ECFSE  SEDSAEDS  E0614434
01R0: EBESEFZZ7? cCD3IE799 C244F0592 S7EEBFEE

ﬂ j B rove to cluster: ,Di Go Cantinue

w
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File Shredder is Complete

Eraser: Verify

Thiz program uges the Erazer library to securely ovenwrite a file uzing the predefined
zettings, After each ovenwriting pass, you are shown the contents of the file 2o you can
werify that the operation was successful

0. Select the owvensriting method pou want to uze.

Edit Erazing Preferences

1. Select the file you want to erase.
| Browse. . |

2. Start ovenariting by pressing "Erase’’.

3. Follow the owensriting process.

o Eraszing completed.

Cloze
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Securely erasing the entire hard drive using DBAN

DBAN is a program that will erase your entire hard drive when you wish to dispose of it. When you
install the Eraser program, it also installs the most recent version of a program that you can use to create a
DBAN floppy disk or USB drive.

You can find it by going to Start > Programs > Eraser > Create Nuke Boot disk. If you do not wish to use
Eraser to run DBAN, you can download this software for free at http://dban.sourceforge.net/. If you
download the executable from this web site, you should choose “Save As” and save the executable to
your computer.

Creating a DBAN image

If you create the Nuke Boot disk from either Eraser or by double-clicking on the DBAN executable, you
will see the following screen.

Winlmage Self Extractor @
Install DBAM to this Hloppy disk or JSE flazh device:
Drive: | v [ About Winlmage ]
Darik's Boat and Muke [dban-1.0.7_i388] ~l

| itk ey, dban. org !
|README. TT Contents

11.0 About D arik's Boot and Muke

2.0 Inztaling DBAM

121 Creating the DBAN boat media on Microsoft *#Windows
| 2.2 Creating the DEBAN CO-R disc on Microsoft Windows
{23 Creating the DBAM floppy disk on Linus

| 2.4 Creating the DBAM CD-R dizc on Linus

| 3.0 Using DEAM
131 Getting Help and Support

4.0 Configuring DBAM
141 Automatic Wiping
|4.2 SYSLINLUS.CFG

You can install the image on either a floppy disk or a USB flash device. Creating this image will erase all
information on your floppy or USB device.
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Once you install the image on the floppy or USB device, you will need to reboot your computer. It would
also be a good idea to remove any external storage drives to ensure those do not get erased accidentally.
The computer will boot off of the device that contains the image and it will boot up to a blue screen at a
boot: prompt. You will have the following options.

Press the F2 key to learn more about DBAN. This will give you information on what kinds of media can
and cannot be wiped with DBAN.

Press the F3 key for a list of quick commands. This screen will give you the list of commands you can
type in. You can also change the method of wipe that DBAN users. By default it will use the short DoD
5220.22-M method (recommended).

Press the F4 key for troubleshooting hints.

Press ENTER key to start DBAN in interactive mode.

Type in autonuke at this prompt to start DBAN in automatic mode (recommended). WARNING: When
you type in autonuke and hit enter, DBAN will begin to erase your drive, and anything on it will be
unrecoverable. Even if you attempt to stop this process by rebooting, your data could be permanently
destroyed. This process can take a considerable amount of time, depending on the size of your hard drive.

Error Messages and Problems

If you cannot get DBAN to install on either a floppy disk or a USB drive, you may contact the ITS Help
Desk for “best effort” assistance.

If you install the DBAN image on a USB drive, and the computer boots straight into Windows, you
should make sure that your computer BIOS is set to enable your computer to boot from a USB device.
Most computer manufacturers have different settings and ways of entering the BIOS. You may need to
contact your computer’s manufacturer for instructions on how to access the BIOS, or to find the proper
settings.

More Information

For more information on securely erasing your hard drive:

ITS kb article on Securely Deleting Electronic Information

http://www.hawaii.edu/askus/706

Eraser Quick Start Guide

https://www.heidi.ie/eraser/quickstart.php
You may need to copy and paste this link in your browser

DBAN Readme File

http://DBAN.sourceforge.net/download/readme.txt
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Getting Help

Click on the Help link (usually in the upper right hand corner of the window) for on-line help. There is
extensive on-line help available. Please refer to this on-line help first for any questions not answered by
this document.

For additional assistance, please phone the ITS Help Desk at (808) 956-8883,
send e-mail to help@hawaii . edu, or fax (808) 956-2108.
The Help Desk’s toll-free phone number is (800) 558-2669.
Or visit the ITS Help Desk home page at http: //www.hawaii.edu/help

The ITS Help Desk functions are located in Keller 105, Keller 213, ITS Hamilton Lab (2nd Floor
Addition) and CLIC Lab (Sinclair Lib, 1* Floor) on the UH Manoa Campus.

The University of Hawai‘i is an equal opportunity/affirmative action institution.
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